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DIPLOMACY IN THE AGE OF TERRORISM:
WHAT IS THE STATE DEPARTMENT’S
STRATEGY?

THURSDAY, AUGUST 19, 2004

HOUSE OF REPRESENTATIVES,
COMMITTEE ON INTERNATIONAL RELATIONS,
Washington, DC.

The Committee met, pursuant to call, at 10 o’clock a.m., in Room
2172, Rayburn House Office Building, Hon. Christopher H. Smith
[Vice Chairman of the Committee] presiding.

Mr. SMITH OF NEW JERSEY. The hearing will come to order, and
good morning, everybody.

The ability of Osama bin Laden’s al-Qaeda’s transnational ter-
rorist network to inflict violence was felt with particular horror on
August 7, 1998, when U.S. Embassies in Nairobi and Dar es Sa-
laam were attacked. Members will recall more than 220 people
were Kkilled, including 12 U.S. Government employees. More than
4,000 were injured, mostly Africans. That was—or should have
been—the wake-up call.

Soon after the Embassy bombings, I chaired a hearing, one of
several of legislation that I sponsored that became law, to author-
ize substantial funds for counterterrorism, Embassy security, pub-
lic diplomacy, broadcasting and democracy building. At one hear-
ing, we heard from Admiral William Crowe, former Chairman of
the Joint Chiefs of Staff and Chairman of the Accountability Re-
view Boards, not unlike the 9-11 Commission, that probed the Em-
bassy bombings.

Admiral Crowe said at the time,

“In our investigations of the bombings, the Boards were struck,
as you noted, by the similarity of our recommendations with
those drawn by the Inman Commission over 14 years ago. I
find very troubling, the failure of U.S. Government to take the
necessary steps to prevent such tragedies in the interim.”

He also said,

“Throughout the proceedings, the Boards were most disturbed
regarding two interconnected issues. The first of these was the
inadequacy of the resources to provide security against terror
attacks, and the second was the relatively low priority ac-
corded security concerns throughout the U.S. Government by
the Department of State, other agencies in general, and on the
part of many employees, both in Washington and in the field.”
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At that same hearing, in the late 1990s, Assistant Secretary for
Diplomatic Security David Carpenter testified, and I quote him
briefly,

“During the past decade, prior to the tragic August 7th bomb-
ings in Nairobi and Dar es Salaam, all of the attacks against
U.S. interests involved indigenous terrorist elements. While we
were aware of threats from external terrorist groups, none ever
materialized. The August 7th bombings demonstrated the ex-
istence of a global terrorist organization capable of and intent
on attacking U.S. diplomatic targets. All our posts are now con-
sidered at risk and we need to take a comprehensive security
approach.”

He also concluded,

“Global or regional networks may strike where we are most
vulnerable.”

Prophetic words.

On September 11, 2001, we were “most vulnerable” in New York,
at the Pentagon and on four planes carrying Americans. 9/11
wasn’t the start, but the escalation of a war on Americans and oth-
ers of goodwill.

We are, in fact, in a war, but with a new and far different enemy
than any we have previously encountered. Our enemies are un-
likely to be vanquished in any traditional sense of achieving their
surrender. In fact, there may never be an end to this conflict, never
an end to the need for eternal vigilance, preemption and vigorous
application of all measures within our capabilities.

The 9-11 Commission suggests that the enemy is not just “ter-
rorism” defined as some generic evil. They say, and I quote:

“The catastrophic threat at this moment in history is more spe-
cific. It is the threat posed by Islamist terrorism—especially
the al Qaeda network, its affiliates and its ideology.”

It is important that we face this fundamental fact, for since we
are at war, we must fight a war. And we must fight it to win, even
if success is ultimately judged by a significant mitigation of the
threat. We must fight to win because the consequences of losing
have no limiting boundaries. We must fight to win using every pru-
dent means at our disposal, including smart diplomacy, because
half-hearted, half-baked responses will only exacerbate the prob-
lem, and more lives will likely be lost.

We must remember that our enemies neither seek our defeat in
a political sense nor a negotiated settlement, but they seek our an-
nihilation and will exploit any opportunity, target any innocent, to
achieve their aims.

We are only in the beginning stages of learning how to most ef-
fectively fight this war. Yet, the fact of the matter is that the Bush
Administration is indeed vigorously and successfully prosecuting
the war against transnational terrorism. In its report, the 9-11
Commission clearly states,

“In the nearly 3 years since 9/11, Americans have become bet-
ter protected against terrorist attack.”

The Commission notes, and I continue to quote,
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“Because of offensive actions against al Qaeda since 9/11, and
defensive actions to improve homeland security, we believe we
are safer today.”

The Commission notes further, however, that while we are safer,
“we are not safe.”

Less than a month ago, on July 24, a raid in Pakistan on an al-
Qaeda leader fetched, among other things, three computers filled
with data and approximately 500 photographs of potential terrorist
sites inside America including in my own State of New Jersey.
Again, safer, but not safe.

While the details contained in the database are sobering, the
partnership that has been developed and nurtured with the Paki-
stanis at all levels—intelligence, military, government—that led to
this arrest and others, has been extremely fruitful, which is one of
the things the Commission talks about—the importance of building
those bonds. But I would point out to my colleagues, that didn’t
happen by accident. It was forged through meticulous, tenacious
and smart diplomacy at the highest levels.

We have been enormously aided, I would say, in our tasks in
Congress and the Executive Branch, by the 9-11 Commission and
its recent report on the complex nature of the threats that we face,
the mix of striking success and the regrettable missteps that com-
prise our response to date, and a much-needed set of recommenda-
tions to guide our deliberations, plans and actions. Of the 40-plus
recommendations contained in the report, more than a dozen con-
cern subjects over which this Committee has primary jurisdiction,
and we are currently focused on developing measures that we be-
lieve will address these comprehensively.

In a traditional war, of course, we expect the military to assume
the role of principal actor, with our fortunes dependent on the suc-
cess or failure of its operations. But in this war, the front line is
not necessarily on the battlefield, and the Department of Defense,
more than in any other conflict to date, shares but doesn’t own, the
responsibility for our safety. That responsibility is distributed wide-
ly and embraces the entirety of our interests, both domestic and
foreign.

Today we are focused on how the State Department plans to
prosecute this war and how things have changed in the State De-
partment since 9/11. Its role stretches far beyond the rarified cere-
mony of high diplomacy. In fact, it may well be that State rep-
resents our very first line of defense.

Sadly, we know that this has not always been the case. In fact,
a simple review of the visa applications of several of the 9/11 hi-
jackers who got United States visas at our mission in Saudi Arabia
makes it abundantly clear that no one was seriously reading them.
And if they were, red flags, bells and whistles were shamelessly ig-
nored. Amazingly, visa applications gained muster that were
marked with incorrect, incomplete and, at times, simply incoherent
entries. It appears that in addition to human error and incom-
petence there was an “incredibly permissive” visa approval culture
at our consulate in Jeddah which sought to provide as many visas
as possible, turning the law—especially the 214(b) presumption—
on its head.
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The 9-11 Commission stresses the importance of effectively
interdicting terrorist travel and states:

“For terrorists travel documents are as important as weapons
. . . We found,” that is, the Commission, “that as many as 15
of the 19 hijackers were potentially vulnerable to interception
by border authorities . . . Before 9/11,” they go on to say, “no
agency of the U.S. Government systematically analyzed terror-
ists’ travel strategies.”

The Commission notes lingering systemic “weaknesses,” but they
note that they have been reduced but not overcome.

The effort to prevent the continued growth of Islamist terrorism
may pose the greatest challenge, and I am talking about prevention
now in the months and years to come. The question arises, How do
people of goodwill rescue young people from the clutches of the
hate monger, always on the prowl in search of new terrorist re-
cruits?

The 9-11 Commission suggests that the United States more ef-
fectively engage in the struggle of ideas. Misinformation, gross dis-
tortion, demonization of the United States, which breeds anti-
Americanism of the most lethal kind, need an immediate, rigorous,
laser-like response. If we let the lies and hate stick by not respond-
ing robustly, we unwittingly permit the next generation to grow the
hatred.

Like a political candidate who gets smeared in a campaign, the
United States must aggressively seek to set the record straight or
the smear will be believed. If the smear sticks to a politician, he
or she may lose an election. If the smear sticks to the United
States, terrorists will rise up in misguided furor and kill Ameri-
cans. The U.S. doesn’t have the luxury of inaction.

As the Commission notes, and I quote them briefly, if the . . .

“United States does not act aggressively to define itself in the
Islamic world the extremists will gladly do the job for us.”

The Commission also suggests an agenda of opportunity, a multi-
faceted effort to promote liberty, tolerance and economic develop-
ment. Give the parents of young Muslims a vision that might give
their children a better future, rather than bin Laden’s vision of vio-
lence and death.

Let me make it clear: This Committee welcomes the 9-11 Com-
mission’s suggestions and does so with open arms. Much of what
we do and have done under the extraordinary leadership of Chair-
man Henry Hyde and Ranking Member Tom Lantos, is designed to
promote basic education, medical care for the indigent, humani-
tarian interventions, refugee protection, tolerance, microcredit
lending, democracy-building and respect for fundamental human
rights. Should we be doing more? You bet.

Given the opportunity and the enormity of the stakes and the ex-
tent of the responsibilities that we collectively share, I know that
many dedicated people at the State Department have devoted long
hours and much thought to developing ideas and plans of how to
accomplish these difficult tasks. Today’s hearing will focus on how
State’s responsibilities and opportunities are perceived within the
Department, and we have an unprecedented, historic, number of
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assistant secretaries and deputies here to offer their views—nine of
them.

We welcome your valuable insights, your guidance, and counsel,
and we thank you for your often under-heralded service.

Let me conclude by thanking my good friends, former Governor
Tom Kean and the former Chairman of this Committee, Lee Ham-
ilton, two men I have known and admired for years for their out-
standing work; and to their expert staff—two of whom are here
today—who have immersed themselves in not only the big picture,
but the all-important, seemingly mundane details.

I would also like to extend a very special thanks to the 9/11 fami-
lies, including “the Jersey Girls,” Kristen, Mindy, Patty and Lorie,
who have poured themselves into ensuring that this Commission
was established in the first place, and now, that its recommenda-
tions be heeded. They are truly American heroes who have put the
public interest above all else.

I would like to yield to my good friend and colleague, Bob Menen-
dez, a fellow New Jerseyan, for any opening comments Bob might
have.

Mr. MENENDEZ. Thank you Mr. Chairman. I appreciate your
holding these hearings today. For me, this hearing is personal. In
my district alone in New dJersey, we lost 122 people in the Sep-
tember 11, 2001 attacks. And I can’t tell you how many memorial
services we attended in our district, nor describe in words the sym-
pathy and sorrow that we felt for family members who lost their
loved ones, both in New Jersey and across the country. So this
hearing is personal.

And the new threats, particularly in Newark, which is part of
our district, have made it only clearer to me that the time to act
is now. In less than 1 month, we will face the third anniversary
of this tragic event. We have waited for almost 3 years and we can
wait no more. To the families who have been the catalyst on this
issue, we owe you our thanks. There would be no Commission with-
out you. It was your perseverance and your quest for the truth
about what happened to your loved ones that made this report hap-
pen.

From the beginning, the Bush Administration acted only when
forced by public pressure. They opposed the creation of the Com-
mission itself and they initially refused to have members of the Ad-
ministration testify before the Commission. And rather than en-
dorsing the full recommendations of the Commission, the Adminis-
tration currently says the new National Intelligence Director won’t
control the money, and won’t have the right to hire and fire. At a
time of new threats, the last thing our country needs is a castrated
National Intelligence Director.

The Democratic Caucus returned to Washington last week in the
middle of recess to meet with the Chair and the Vice Chair of the
Commission to discuss the recommendations. Leader Pelosi has al-
ready written a bill to be introduced in September which would ex-
actly implement all of the Commission’s recommendations without
change.

The Congress should do more than hold hearings to discuss rec-
ommendations. We should act to pass legislation. And we hope our
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Republican colleagues will join us in endorsing this legislation as
a vehicle to pursue a legislative achievement.

The Commission was bipartisan. The Commission was unani-
mous. The Commission created a complete package of recommenda-
tions, not a menu of options. We, too, should work toward a bipar-
tisan and unanimous response to the 9-11 Commission rec-
ommendations.

Now, today we are here to talk about foreign diplomacy and for-
eign policy. We are here to talk about our soft power, the United
State’s “ability to attract others by the legitimacy of U.S. policies
and the values that underlie them,” as defined by Joseph Nye, Jr.
Today we are here to examine and redefine the State Department’s
role as the Government’s main implementing agency of soft power
in the war on terror.

The United States cannot lead if others will not follow. And it
is abundantly clear that the credibility and representation of the
United States is at an all-time low internationally, and particularly
in the Muslim world.

To lead in the fight against terrorism, we must regain our credi-
bility and our reputation. To win that fight, we must also win a
tough battle for the hearts and minds of the Muslim world. The
population of young Muslims continues to grow and increasing
numbers are unemployed or unable to make a decent living. Young
people in the Muslim world must have much more to live for than
to die for.

This Committee, along with the State Department, should pledge
to enact new legislation and initiatives which will respond to the
9-11 Commission’s calls for a new effort to prevent the continued
growth of Islamic terrorism, to encourage economic development
and open societies, and to create opportunities for young people in
the Middle East.

This Committee must take responsibility not only for imple-
menting the general recommendations of the Commission, but also
for creating specific initiatives within the jurisdiction of the Com-
mittee which implement the intent of those recommendations; and
I'd like to just recommend a few.

One is to require the Administration to report to Congress on ter-
rorist sanctuaries, both physical as well as financial, and on spe-
cific strategies to deal with each one. The Administration might
also convene an annual meeting of like-minded States to coordinate
strategies.

Secondly, to create a bottom-up review of U.S. foreign policy to-
ward Muslim countries with the focus on democracy development
and diplomacy by an outside organization, possibly the Council on
Foreign Relations. The goal would be to review, consolidate, im-
prove and coordinate existing programs and to increase public and
government oversight. This analysis would cover all U.S. Govern-
ment programs, including bilateral assistance, the Middle East
Partnership Initiative, the National Endowment for Democracy,
media programs and multilateral initiatives.

Three, while we do not currently export nuclear materials to the
countries I am about to discuss, it is important that the United
States set a standard for the rest of the world. We should therefore
prohibit, by law, nuclear exports to countries that have not signed
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on to additional International Atomic Energy Agency safeguards, or
who have violated those safeguard agreements, and to condition
U.S. arms sales military financing and security assistance to all
states involved in the A.Q. Khan nuclear black market and states
that haven’t agreed to interdict items of proliferation concern.

And four, we should create an international Muslim and Arab
youth education fund to be funded by the United States and inter-
national communities to help Muslim countries that commit to edu-
cation reform.

Now, these are just some thoughts, and certainly they are not an
exhaustive review of all possible action. But they are certainly a
call to action.

I anticipate that our nine State Department witnesses—a new
record, as the Chairman has said, and I am always glad to create
those type of records; we are always happy, finally, to have oppor-
tunities to speak to our friends in the State Department who come
before the Committee eager to tell us in detail about the new ac-
tivities and programs they have instituted since September 11,
2001 to fight terrorism. And certainly those are welcome. And I am
sure that they will also claim that they have already implemented
the Commission’s recommendations so that there is no need for this
Committee to act on new legislation.

I do not believe that claim, even if true, should preempt legisla-
tion. There is a difference between that which we are obligated to
do and that which we choose to do.

We have a unique opportunity and we must not squander it. The
question is, Do we have the political will to reform our Government
to guarantee that all branches of the United States Government
are fully engaged in the war on terror?

The 9/11 Commission Report is clearly a wake-up call in its most
dramatic fashion. I hope to hear today that the State Department
has heard the alarm, and I hope that we, the Congress, act with
vigorous, vigorous oversight that the Commission called for, and ac-
tion, and that in doing so, we can work toward making America a
much safer place, a much safer country than it is right now.

Thank you, Mr. Chairman.

Mr. SMiTH OF NEW JERSEY. Thank you very much, Mr. Menen-
dez. I will now, under a previous agreement, go to our two wit-
nesses.

Mr. SHERMAN. Is there a possibility that the rest of us would be
able to make opening statements?

Mr. SMITH OF NEW JERSEY. Because we have nine Secretaries
here, the thought was that at the end I would gladly entertain any
comments people might want to make. But we want to get right
to the witnesses, and Mr. Menendez and I did agree at the begin-
ning.

Without objection, your statement and that of any other Member
will be put in the record.

I would like to welcome our two very distinguished witnesses, be-
ginning with Christopher Kojm, who is no stranger to this Com-
mittee and to the proceedings of our International Relations Com-
mittee. Chris served as Deputy Executive Director of the National
Commission on Terrorist Attacks, the 9-11 Commission. He served,
from 1998 until February 2003, as Deputy Assistant Secretary for
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Intelligence Policy and Coordination in the State Department’s Bu-
reau of Intelligence and Research. He served previously in the Con-
gress on the staff of the House International Relations Committee
under Ranking Member Lee Hamilton as Deputy Director of the
Democratic staff from 1997 to 1998, as Coordinator for Regional
Issues from 1993 to 1997, and also under Chairman Hamilton on
the Europe and Middle East Subcommittee staff from 1984 to 1992.
So, an enormous amount of time spent here on this Committee.

From 1979 to 1984, he was a writer and editor with the Foreign
Policy Association in New York City. He has a Master’s Degree in
Public Affairs from the Woodrow Wilson School at Princeton and
a B.A. from Harvard College.

Our next distinguished witness will be Susan Ginsburg, who is
Senior Counsel and Team Leader for the 9-11 Commission’s Bor-
der Security team. She served as Chief of Staff and Senior Advisor
to the Under Secretary for Enforcement at the Department of
Treasury from 1994 to 2001 and as a Special Assistant at the De-
partment of State’s Office of International Narcotics Matters from
1979 to 1981. An attorney, she also serves on the board of Aid to
Artisans, a nonprofit organization focused on development.

Mr. Kojm, if you could begin your testimony.

STATEMENT OF CHRISTOPHER KOJM, DEPUTY EXECUTIVE DI-
RECTOR, NATIONAL COMMISSION ON TERRORIST ATTACKS
UPON THE UNITED STATES

Mr. KodM. Mr. Chairman, Ranking Member Menendez, distin-
guished Members of the Committee on International Relations, it
is a distinct honor to appear before you. We thank you for the invi-
tation to appear before this distinguished Committee to present the
recommendations of the Commission.

We also want to thank both the Chair and Ranking Member
Menendez for their presentation of the Commission recommenda-
tions, your statements of support for them, and your own commit-
ment to prompt action on behalf of those recommendations.

Also, simply on a personal note, it is a great honor to return to
this room that I know so very well to be with former staff col-
leagues and my former bosses. So it is an honor. Thank you.

The Commissioners share a unity of purpose in support of the
Commission’s recommendations and report. On their behalf, we call
upon Congress and the Administration to display the same spirit
of bipartisanship as we seek to work with you to make our country
and all America safer and more secure.

Today, we face a transnational threat. It respects no boundaries
and makes no distinction between foreign and domestic. The enemy
is resourceful, flexible and disciplined.

We cannot succeed against terrorism by Islamic extremist groups
unless we use all the elements of national power—military power,
to be sure, intelligence and covert action, to be sure, but also very
many other important tools—diplomacy, law enforcement, economic
policy, foreign aid, public diplomacy and homeland defense.

What we discovered in our work is that if we favor one tool while
neglecting others, we leave ourselves vulnerable and we weaken
our overall national effort. And this is not just our view, it is the
view of every policymaker with whom we spoke.
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We spoke with Secretary Rumsfeld. In his now famous memo of
October of last year he said: We are killing and capturing al-Qaeda
members. We are working on destroying the organization, but the
madrassahs are producing more young people. He concluded the
cost-benefit ratio is against us. He told us he can’t get the job done
with the military alone.

Cofer Black, now with the State Department, but of course the
former head of the Counterterrorism Center, testified before us as
well. He made clear to us that the CIA can’t get the job done alone.
It requires a much broader national effort. We need to fuse all of
the elements of national power.

Now, we talk about that in our written statement, but I want to
concentrate on those of greatest interest to this Committee, and
those are foreign policy and public diplomacy.

Foreign policy is a crucial element of our struggle, of our national
security effort against terrorism. We can’t win unless our foreign
policy 1s directly and firmly engaged, and that of course includes
the Department of State, which must play a leadership role in the
conception and execution of our international effort.

So the Commission believes strongly that we must give renewed
focus to foreign policy and public diplomacy efforts. The point of
this is really quite simple. We really can’t get much done without
international cooperation. There is very little that we can achieve
to defeat the Islamist terrorist threat over the long term without
international cooperation. One of our recommendations is for a new
forum for Western governments, the G—8 governments to interact
with the Arab and Muslim world. We just don’t really have a good
place where our governments can come together.

We meet with the European Union twice a year. We meet with
the ASEAN countries once a year. We have an Asia Regional
Forum for a broader inclusion of Pacific Basin nations, but we don’t
really have a good forum where we and the Muslim world can come
together.

We don’t really have a relationship with the Arab League, and
the Arab League alone is not appropriate. We need a place where
we can have a dialogue about the future, about political and eco-
nomic reform, about what we want the future to look like and what
role the Western World can play in helping to shape that future in
a constructive way.

This is not a forum just for governments, but we are going to
need a forum where societies can interact, where we can have out-
reach across international boundaries and across and beyond gov-
ernment boundaries, so that we can help the reformers in the Mus-
lim world succeed. Because ultimately, they are the ones who have
to make the hard choices, they are the ones who are going to have
to display the courage to make change and reform happen.

Wherever you look, whatever the question is, whether it is mili-
tary cooperation, law enforcement, aviation security or border secu-
rity, we are going to have to work with other governments on
standards for passports, standards for international travel, stand-
ards for aviation security, cooperation on law enforcement and in-
telligence.

Now, you can say—but I think it is a mistake to say—that, well,
our intelligence services can do their liaison work here on the side,
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or law enforcement can do their work with counterparts. It all
takes place in the context of the overall relationship we have with
governments. If we don’t have a relationship of trust and coopera-
tion with key international partners, these other forms of coopera-
tion in sector-specific areas won’t happen.

So, let me turn briefly to the question of public diplomacy. Our
statement outlines really the views in the report, and the Chair
and Vice Chair have stated many of them, so I won’t repeat them.
Simply with public diplomacy, I want to make the point that in the
past we worried about the great powers. We worried about Nazi
Germany, Imperial Japan, the Soviet Union, great powers with big
armies that represented conventional military threats to us. We
quite properly arrayed our defenses and national security resources
against that threat.

But the threat is different today. The threat to us today is basi-
cally an idea, the idea that animates 19 young men to kill them-
selves in their desire to inflict very grave harm upon us. It was an
idea that got them to board those planes and do those evil deeds.

So how do we deal with this idea? Well, with the small, hard core
of bin Laden and al-Qaeda supporters, there isn’t too much you can
do about it. You are not going to persuade them with sweet reason.
We don’t have much choice as a government other than to kill
them, capture them and try to destroy their organization.

But in a sense, that’s the easier part because that is the defin-
able threat. The much bigger threat is the tens and hundreds of
millions of young people and others in the Arab and Muslim world,
people who have a deep set of grievances. They don’t like their own
governments. They don’t like their educational and economic oppor-
tunities; they don’t have many.

They have hostility toward us. They don’t like American foreign
policy. They have a very distorted view of what the United States
is. They get it from Hollywood movies and sitcom reruns that run
on their TV. They don’t really understand what this country is all
about and what we stand for. And as the Chair and Ranking Mem-
ber have stated, we really have to deliver a message of hope to the
people of the Arab and Muslim world, a message that we stand for
opportunity, educational and economic opportunity, political par-
ticipation, rule of law, tolerance; that we want for them what we
have here.

Now, it is up to them to decide whether they want that and how
to come and how to bring it about. But we believe that this is a
more compelling vision, a vision of life and opportunity as opposed
to the vision that bin Laden offers.

As Richard Holbrook told us,

“How come some guy in a cave can out-communicate the great-
est communication society on Earth?”

As Deputy Secretary Armitage told us,

“We have got to stop exporting our fear and anger and export
a message of hope and opportunity.”

And they are both right.
We have the message, we have the values. We simply have to
find a way to bring that message across, because unless we can
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persuade the tens of millions of sympathizers with bin Laden—who
don’t necessarily support violence, but who are sympathetic to the
message he delivers—we are not going to win this war on ter-
rorism.

So we need to engage all elements of the national power, and as
I am speaking before this Committee, I do stress very much the im-
portance of foreign policy diplomacy and public diplomacy.

And I will turn this over to my colleague, Susan Ginsburg, who
will speak to border security issues.

Mr. SMITH OF NEW JERSEY. Thank you.

STATEMENT OF SUSAN GINSBURG, TEAM LEADER FOR BOR-
DER SECURITY AND FOREIGN VISITORS, NATIONAL COMMIS-
SION ON TERRORIST ATTACKS UPON THE UNITED STATES

Ms. GINSBURG. Mr. Chairman and Ranking Member Menendez,
thank you for the kind words.

It is an honor to appear before you and to represent the 9-11
Commissioners. You have asked me to discuss the Commission rec-
ommendations focused on constraining terrorist travel. I am very
pleased to have that opportunity.

The Commission Report states that targeting terrorist travel is
at least as powerful a weapon against terrorists as targeting their
money. The Commission recommends that we combine terrorist
travel intelligence, operations and law enforcement in a strategy to
intercept terrorists, find terrorist travel facilitators and constrain
terrorist mobility.

This is one of the Commission’s more novel recommendations, so
I would like first to point to some facts in the report that led us
to it. Then I will provide some illustrations of what a strategy to
contain terrorist mobility might begin to look like.

Arranging for travel to recruit, to meet, to case targets, to pre-
pare attacks and to conduct attacks is the essential dimension of
any terrorist entity. To plan and facilitate travel, al-Qaeda studied
the visa policies and entry practices and immigration rules of var-
ious countries.

Al-Qaeda had an Office of Passports that, organizationally, was
under its security committee. Its location was the Kandahar air-
port. Certain al-Qaeda members were charged with organizing
passport collection schemes to keep the supply of fraudulent docu-
ments flowing. An operational mission training course was estab-
lished to teach operatives how to forge documents. A key skill was
to add or erase entry and exit stamps called “travel caches” from
passports. Al-Qaeda operatives were taught to make adjustments
in the field, including altering or removing visas, substituting
photos and tearing out pages.

Among the 9/11 conspirators, Mohamed Atta and Zakariyah
Essabar, who was denied a visa, were reported to have been
trained in passport alteration. It was well known that if a Saudi
traveled to Afghanistan via Pakistan, that on his return to Saudi
Arabia, his passport—bearing a Pakistani stamp—would be con-
fiscated. So operatives either erased the Pakistani visas from their
passports or traveled through Iran, whose border inspectors were
instructed not to place entry or exit stamps in the passports of al-
Qaeda travelers.
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The visa policies of various countries emerged as a factor early
in the planning for the 9/11 attacks. For example, Khalid Shaikh
Mohammed realized that two Yemenis who volunteered for suicide
operations would not be able to obtain visas as easily as Saudis,
particularly to the United States. So he decided to split the planes’
operation—which became the 9/11 plots—into two components. One
would be in the United States; the other would involve hijacking
planes probably originating in Thailand, South Korea, Hong Kong
and Malaysia, where Yemenis would be able to enter without visas.
This part of the scheme was never carried out.

For two of the 9/11 operatives, the plan for travel to the United
States was to use Yemeni documents to fly to Malaysia, then
switch to using Saudi documents in order to conceal their earlier
travel to Pakistan. One of the group had stamps added to make it
appear as if he had traveled to Kuala Lumpur from Saudi Arabia
via Dubai.

There are many other illustrations in the report of the methods
al-Qaeda operatives used to travel clandestinely and conceal their
terrorist activities, to study and exploit visa policies, and to man-
age entries and stays in countries without troublesome encounters
with border and immigration authorities.

The United States Government did not have any organized effort
to collect and analyze information on terrorist travel tactics be-
tween about 1992 and 2001. During the 1980s, the Government
had made some effort to collect and analyze the travel documents
of terrorists in groups such as the Beider-Meinhof group, the Red
Brigades and Palestinian terrorist organizations. A booklet known
as the Red Book was circulated to border authorities and airlines
to help them spot terrorists by detecting their trademark docu-
ments. A training video was also used.

At least 200 terrorists were intercepted at border crossings, using
this information. Through what was known as the Carrier Consult-
ant Program, airlines received training and were able to spot thou-
sands of false documents.

Based on our research, as you said, we concluded that at least
four and as many as 15 of the hijackers carried passports that con-
tained indicators of their terrorist affiliation. Unfortunately, nei-
ther visa nor border officers were trained to recognize these mark-
ings. Neither the intelligence community nor the law enforcement
community had focused on them.

Al-Qaeda and its predecessors in the United States have used
counterfeit and altered documents, cover stories and multiple
aliases and name variations, tourist visas, student visas, marriage
to citizens, agriculture worker visas, political asylum claims,
among other tactics, to enter and stay in the United States. We can
expect them to continue to probe and try other means—for in-
stance, entries without inspection by land, sea and air and com-
pletely false identities—to defeat our developing biometric identi-
fication system. But use of false documents and terrorist travel
facilitators will remain a core tool and one that creates
vulnerabilities for terrorists.

This brings me to the Commission’s recommendation concerning
terrorist travel. It is a broad recommendation encompassing many
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opportunities for effective action against terrorists. The specifics we
present are no more than a starting point.

First, we recommend a much greater effort be made to integrate
terrorist travel intelligence and to frontline border operations, in-
cluding at consulates. All consular officers should receive some
training and there should be dedicated specialists in this field at
consulates who maintain ongoing linkages to terrorist travel ana-
lytic units in which State participates. This requires personnel with
appropriate security clearances and a system to make more infor-
mation available in an unclassified manner.

A much closer partnership needs to be built between the intel-
ligence and consular communities. The airline carrier consultant
program ought to be rebuilt. Technology to assist in false document
detection should be used.

Second, we suggest a major effort against terrorist travel
facilitators. While al-Qaeda has in-house experts, it also relies on
these outside facilitators, as do other terrorist and criminal organi-
zations. These are the major document forgers, human smugglers,
corrupt border officials and travel agencies that assist terrorists in
moving around. Disrupting them would create major problems for
al-Qaeda.

They can be identified and brought to justice or be made the sub-
ject of intelligence cases. We need to have as much, or more, focus
on them as we do on terrorist financiers and weapons traffickers.
There is an existing effort against travel facilitators to build on.

The State Department has joined the Department of Justice and
DHS in joint support of a relatively new human smuggling and
trafficking center. I believe the center was originally proposed by
the Bureau of International Narcotics and Law Enforcement Mat-
ters at State. Led by an Immigration and Customs enforcement
agent, it develops information for use by law enforcement officials.
After 9/11, its charter was revised to encompass terrorist travel
facilitators.

The Committee should provide the center with additional sup-
port, confirm that it has a clear role in targeting terrorist travel
facilitators and, above all, ensure that it is tied to operational re-
sources at DHS, State and FBI. There is little point in developing
information without dedicating the agents and intelligence officers
to act on the information, including agents who travel or are posted
abroad to work with foreign and international law enforcement or-
ganizations. Ultimately, this center should be linked with the Na-
tional Counterterrorism Center that the Commission proposes.

The effort against terrorist travel facilitators must be global.
Here again, there is a significant role for the State Department. It
must work with international and regional organizations to raise
global awareness, develop joint efforts with other countries and
international law enforcement organizations and enforcement oper-
ations, and work with other governments, the United Nations and
regional organizations to increase penalties for those who assist the
travel of terrorists. New approaches, such as asset forfeiture for
travel agencies assisting terrorists, should be explored. Efforts to
reduce corruption by border officials are an important element of
this effort.
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Finally, we found that visa policy was a major consideration in
al-Qaeda operation. As we work to respond to the terrorist threat
by adjusting our own visa policies and processes, we need to work
internationally to persuade other countries to better scrutinize
travelers.

Today the U.S. national strategy to combat terrorism does not
recognize the need or opportunity to disrupt terrorist mobility and
intercept traveling terrorists globally or at our borders. The Com-
mission believes that this should change. We think Congress has
a vital role to play in that process and look forward to assisting you
in that effort.
| [T}ﬁe joint prepared statement of Mr. Kojm and Ms. Ginsburg fol-
ows:

PREPARED STATEMENT OF CHRISTOPHER Ko0JM, DEPUTY EXECUTIVE DIRECTOR, AND
SUSAN GINSBURG, TEAM LEADER FOR BORDER SECURITY AND FOREIGN VISITORS,
NATIONAL COMMISSION ON TERRORIST ATTACKS UPON THE UNITED STATES

Vice Chairman Smith, Ranking Member Menendez , distinguished members of the
Committee on International Relations, it is an honor to appear before you. We thank
you for the invitation to appear before this distinguished Committee to present the
recommendations of the 9/11 Commission.

The Commissioners share a unity of purpose in support of the Commission’s re-
port. On their behalf, we call upon Congress and the administration to display the
same spirit of bipartisanship as we seek to work with you to make our country and
all Americans safer and more secure.

Today, we face a transnational threat. It respects no boundaries, and makes no
djsicinc(tiion between foreign and domestic. The enemy is resourceful, flexible and dis-
ciplined.

We cannot succeed against terrorism by Islamist extremist groups unless we use
all the elements of national power: military power, diplomacy, intelligence, covert
action, law enforcement, economic policy, foreign aid, public diplomacy, and home-
land defense. If we favor one tool while neglecting others, we leave ourselves vulner-
able and weaken our national effort. This is not just our view: it is the view of all
policymakers with whom we spoke.

We will address this morning three elements of policy to address the terrorist
threat: foreign policy, public diplomacy, and border security.

FOREIGN POLICY

Terrorist Sanctuaries. In the past, our worries about national security emanated
from a concern that a hostile power would gain control over the great industrial
heartlands of Europe and East Asia. We worried about Nazi Germany, Imperial
Japan, and the Soviet Union. Today our national security concerns arise not from
the great centers of power, but from the far periphery. We worry about some of the
most remote and impoverished locations on the planet, places where terrorists can
find sanctuary.

We examined this problem in our final report in some detail. Our examination of
terrorist sanctuaries follows logically from what we believe must be a fundamental
goal of the United States Government: To build the capacities to prevent a 9/11-
scale plot from succeeding. Those capacities would also be effective, we believe,
against lesser attacks.

In considering how to prevent attacks, we posed the question: What are the ele-
ments of a complex, terrorist operation? We concluded that terrorist operations re-
quire:

e Time and space to develop the ability to perform competent planning and to
assemble the people, money, and resources needed for the terrorist act;

e A relatively undisturbed area to recruit and train those who will carry out
the operation;

A logistics network;

Access to materials needed to conduct a chemical, biological, radiological, or
nuclear attack;

Reliable communications; and
Conditions in which the plan can be rehearsed and tested.
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It is easiest for terrorists to carry out these activities in states with rugged ter-
rain, weak governments, and low population density. In such places, terrorists can
hide themselves, as well as their supplies and infrastructure. Thus, these character-
istics provide a recipe for a terrorist sanctuary or haven.

Our report makes clear that, in the years before 9/11, Afghanistan offered all of
these advantages to al Qaeda. Our staff traveled to that country and saw first hand
the remote Kandahar region, where Usama bin Ladin ran his terrorist headquarters
with the support of the Taliban, the regime then in control of most of Afghanistan.

While such remote regions of the world hold deep appeal to terrorists, it is impor-
tant to understand that they are by no means the only places where terrorist sanc-
tuaries can develop.

Before 9/11, al Qaeda moved freely in the relatively lax security environment in
Western Europe, particularly in Germany where a 9/11 cell flourished in Hamburg.
The 9/11 conspirators also used the United States itself as a staging area, traveling
in and out of the country in the months leading up to 9/11, all the while using their
real names with apparently no worries about operational security.

During the course of our investigation, we asked American and foreign govern-
ment officials and military officers on the front lines fighting terrorists today the
following question: If you were a terrorist today, where would you locate your base?
The same places came up again and again on their lists:

Western Pakistan and the Pakistan-Afghanistan border
Southern or western Afghanistan

The Arabian Peninsula, especially Saudi Arabia and Yemen, and the Horn of
Africa, including Somalia and extending southwest into Kenya

e Southeast Asia from Thailand to the southern Philippines to Indonesia
o West Africa, including Niger and Mali

European cities with expatriate Muslim communities, especially cities in cen-
tral and eastern Europe where security forces and border controls are less ef-
fective

e Later in our report, we also make clear that Iraq would go to the top of the
list as a terrorist sanctuary if it were to become a failed state

Our consensus view is that in the twenty-first century the United States should
focus on remote regions and failed states. And so we made the following rec-
ommendation:

The U.S. government must identify and prioritize actual or potential terrorist
sanctuaries, and develop a realistic strategy to keep possible terrorists insecure and
on the run, using all elements of national power. We should reach out, listen to,
and work with other countries that can help.

The areas that we have identified as current or potential sanctuaries encompass
a great deal of territory. Inevitably U.S. leaders must decide which current and po-
tential sanctuaries pose the greatest threat and then make hard choices about
where to concentrate resources. Given the strong al Qaeda presence in Pakistan and
Afghanistan, these countries are two obvious priorities for U.S. attention

Pakistan

Pakistan is a country plagued by poverty, illiteracy and corruption. The central
government exerts little to no control over the Baluchistan region and the remote
areas that border Afghanistan. With a population of 150 million Muslims, Pakistan
is viewed by Islamic extremists as a country ripe for exploitation. Karachi, a city
of nearly 15 million, has 859 religious madrassas teaching more than 200,000
ﬂoungsters, and creating a pool of Pakistanis vulnerable to extremists’ messages of

ate.

Pakistan has nuclear weapons and decades of hostility with its neighbor India.
The Pakistani intelligence service had a history of supporting the Taliban. The Gov-
ernment of Pakistan is fragile and has made limited progress toward democracy.

Following 9/11, however, Pakistan’s leader, Pervez Musharraf made a strategic
decision to not stand in the way of U.S. action in Afghanistan. Pakistan also actively
assisted the United States, arresting more than 500 al Qaeda and Taliban
operatives. Following assassination attempts against him by Islamist extremists,
Musharraf took even bolder action in late 2003 and early 2004, ordering Pakistan
troops to battle al Qaeda and Taliban elements in Pakistan’s border areas.

Thus, we recommend that if Musharraf stands for enlightened moderation in a
fight for his life and for the life of his country, the United States should be willing
to make hard choices too, and make the difficult long-term commitment to the fu-
ture of Pakistan. Sustaining the current scale of aid to Pakistan, the United States
should support Pakistan’s government in its struggle against extremists. This
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should include a comprehensive effort that extends from military aid to support for
better education, so long as Pakistani leaders remain willing to make difficult
choices of their own.

Afghanistan

Afghanistan was the incubator for al Qaeda and the 9/11 attacks. The Taliban re-
gime provided protection for Bin Ladin and his organization. Following 9/11, the
U.S.-led international coalition drove the Taliban from power and killed or captured
many al Qaeda leaders, and deprived al Qaeda of its Afghanistan safe haven.

Currently, the United States has more than 10,000 troops in Afghanistan. Despite
this presence and that of coalition forces, the Taliban and al Qaeda are attempting
a resurgence. Moreover, regional warlords continue to challenge the government of
Hamid Karzai.

We recommend that the United States make a long-term commitment to estab-
lishing a secure and stable Afghanistan, in order to give the government a reason-
able opportunity to improve the life of the Afghan people. Afghanistan must not
again become a sanctuary for international crime and terrorism.

We also recommend that NATO increase its role in Afghanistan. The U.S. and
NATO allies are building an Afghan National Army and these efforts should be
given strong support.

Finally, we recommend that the United States and the international community
help the Afghan government extend its authority over the country.

Saudi Arabia

Saudi Arabia presents a special case. Our report describes Saudi Arabia as a
“problematic ally.” The Saudi government cooperated with the United States before
9/11. At our request Saudi Arabia sent a high-level emissary to Afghanistan to pres-
sure Mullah Omar to give up Bin Ladin. At the same time, however, al Qaeda
raised money from Saudi benefactors. Fifteen of the 19 hijackers were Saudis.

After the al Qaeda attacks in Saudi Arabia on May 12, 2003, the Saudi govern-
ment appears to fully understand the danger posed by terrorism.

Many American see Saudi Arabia as an enemy, not as an embattled ally. Ameri-
cans are appalled by the intolerance, anti-Semitism, and anti-American arguments
taught in schools and preached in Mosques. Many Saudis, on the other hand, now
perceive the United States as an unfriendly nation.

We believe that the United States and Saudi Arabia must confront the problems
in their bilateral relationship openly. The United States and Saudi Arabia must de-
termine if they can build a relationship that political leaders on both sides are pre-
pared to publicly defend—a relationship about more than oil. This should include
a shared interest in greater tolerance and cultural respect, a shared commitment
to political and economic reform, and a shared commitment to fight the violent ex-
tremists who foment hatred.

Yemen

Yemen, too, fits exactly the description of a terrorist sanctuary. It has a weak cen-
tral government, with vast stretches of wild, desolate territory that are unpoliced.

Yemen is a painful example of the need for a strong U.S. effort to help other coun-
tries improve their counterterrorism capacity. The Yemeni government must be able
to identify and attack terrorists throughout the country, which in turn requires U.S.
support for their intelligence gathering and processing efforts as well as their police
and military units. In addition, the government must be able to persuade or coerce
local tribal chiefs and sheikhs who may protect small groups of radicals.

Hand-in-hand with this effort should be a U.S. campaign to gain the goodwill of
Yemenis and to build up Yemeni institutions. A stronger, more effective government
will be able to induce local leaders to cooperate more effectively, thus gaining the
government vital local allies. However, creating a stronger security service alone
with no corresponding increase in good governance in Yemen will not dampen back-
ing for terrorism in the long-term. It would only foster the impression that the
United States champions tyranny over freedom.

Yemen is also home to several religious schools that promote a vision of the
United States as hostile and opposed to Islam. Investing in schools would both dem-
onstrate U.S. goodwill and strengthen more tolerant voices in Yemen. This is par-
ticularly important, as the terrorists often can recruit or operate freely at the local
level because of widespread hostility to the United States. We are engaged in a
generational struggle for the hearts and minds of the Muslim world. We want young
people to choose the path of modernity and tolerance.

Yemen is one example but there are many others—including Tajikistan, Indo-
nesia, Kenya, and the Philippines. These are countries hostile to al Qaeda but not
able to control their own territory sufficiently to stop terrorists from acting. These
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countries—victim countries—should be bolstered whenever possible. In the short
term, this involves aid to the security services and military. Over time, it should
involve state-building (not nation building)—helping the country increase its ability
to provide its citizens with educational and economic opportunity, and greater polit-
ical participation.

PUBLIC DIPLOMACY

The small percentage of Muslims who are fully committed to Usama Bin Ladin’s
version of Islam are impervious to persuasion. It is among the large majority of
Arabs and Muslims that we must encourage reform freedom, democracy and oppor-
tunity, even though our own promotion of these messages is limited in its effective-
ness simply because we are its carriers.

In short the United States has to help defeat an ideology, not just a group of peo-
ple, and we must do so under difficult circumstances.

The United States must define its message, and what it stands for. We should
offer an example of moral leadership in the world. American and Muslim friends
can agree on respect for human dignity and opportunity. If we heed the views of
thoughtful leaders in the Arab and Muslim world, a moderate consensus can be
found.

That vision of the future should stress life over death: individual educational and
economic opportunity. This vision includes widespread political participation and
contempt for indiscriminate violence. It includes respect for the rule of law, open-
ness in discussing differences, and tolerance for opposing points of view.

We need to defend our ideals abroad vigorously. If the United States does not act
aggressively to define itself in the Islamic world, the extremists will gladly do the
job for us.

e Arab and Muslim audiences rely on satellite television and radio, and the gov-
ernment has begun some promising initiatives with both. These efforts are be-
ginning to reach large audiences. The Broadcasting Board of Governors has
asked for much larger resources. It should get them.

e The United States should rebuild the scholarship, exchange, and library pro-
grams that reach out to young people and offer them knowledge and hope.
Where such assistance is provided, it should be identified as coming from the
citizens of the United States.

An Agenda of Opportunity—Education

The United States and its friends need to stress educational opportunity in the
Arab and Islamic world. We should:

o Work to cut the Middle East’s illiteracy rate in half by 2010, targeting women
and girls and supporting programs for adult literacy;

e Support the basics, such as textbooks that translate more of the world’s
knowledge into local languages and libraries to house such materials. Edu-
cation about the outside world, or other cultures, is weak; and

e Support more vocational education is needed, in trades and business skills.
The Middle East can also benefit from programs to bridge the digital divide
and increase internet access.

We should offer to join with other nations in generously supporting a new Inter-
national Youth Opportunity Fund. Funds would be spent directly for building and
operating primary and secondary schools in those Muslim states that commit to sen-
sibly investing their own money in public education.

An Agenda for Opportunity—Economics

Economic openness is essential. Terrorism is not cause by poverty. Indeed, many
terrorists come from well-off families. Yet when people lose hope, when societies
break down, when countries fragment, the breeding grounds for terrorism are cre-
ated. Backward economic policies and repressive political regimes slip into societies
that are without hope, where ambition and passions have no constructive outlet.

e Policies that support economic development and reform also support political
freedom.

e International commerce requires ongoing cooperation and compromise, the ex-
change of ideas across cultures, and the peaceful resolution of differences.

e Economic growth expands the middle class, a constituency for further reform.
e Vibrant private sectors have an interest in curbing government power;
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e Those who control their own economic destiny soon desire a voice in their own
communities and societies.

Therefore, the Commission recommends a comprehensive U.S. strategy to counter
terrorism, including economic policies that encourage development, open societies,
and opportunities for people to improve the lives of their families and enhance pros-
pects for their children’s future.

BORDER SECURITY

As our Report makes clear, in the decade before 9/11, border security was not seen
as a national security matter. From a strategic perspective, border policy focused
on counternarcotics efforts, illegal immigration, and, more recently, the smuggling
of weapons of mass destruction. Our government simply did not exhibit a com-
Is)arable level of concern about terrorists’ ability to enter and stay in the United

tates.

During that same period, however, al Qaeda studied how to exploit gaps and
weaknesses in the passport, visa, and entry systems of the United States and other
countries. Al Qaeda actually set up its own passport office in Kandahar and devel-
oped working relationships with travel facilitators—travel agents (witting or unwit-
ting), document forgers, and corrupt government officials.

e More robust enforcement of routine immigration laws, supported by better in-
formation, might have made a difference in stopping the hijackers.

e Had information been shared and the terrorists been watchlisted, border au-
thorities could have intercepted up to three of the hijackers.

e Two hijackers made statements on their visa applications that could have
been shown to be false by U.S. government records available to consular offi-
cers.

Many of the hijackers lied about their employment or educational status.

Two hijackers could have been denied admission at the port of entry based
on violations of immigration rules governing terms of admission.

e Three hijackers violated the immigration laws after entry, one by failing to
enroll in school as declared, and two by overstays of their terms of admission.
Although the intelligence as to their tactics was not developed at the time,
examining their passports could have allowed authorities to detect from four
to 15 hijackers

Neither the intelligence community, nor the border security agencies or the FBI,
had programs in place to analyze and act upon intelligence about terrorist travel
tactics—how they obtained passports, made travel arrangements, and subverted na-
tional laws and processes governing entry and stays in foreign countries.

Congress during the 1990s took some steps to provide better information to immi-
gration officials by legislating requirements for a foreign student information system
and an entry-exit system. As we know, these programs were not successfully com-
pleted before 9/11.

Since 9/11, some important steps have been taken to strengthen our border secu-
rity. The Department of Homeland Security has been established, combining the re-
sources of the former Immigration and Naturalization Service and the Customs Bu-
reau into new agencies to protect our borders and to enforce the immigration laws
within the United States. The visa process and the terrorist watchlist system have
been strengthened. DHS has begun to implement, through the US VISIT program,
a biometric screening system for use at the border.

Targeting Terrorist Travel

These efforts have made us safer, but not safe enough. As a nation we have not
yet fully absorbed the lessons of 9/11 with respect to border security. The need to
travel makes terrorists vulnerable. They must leave safe havens, travel clandes-
tinely, and use evasive techniques, from altered travel documents to lies and cover
stories. Terrorist entry often can be prevented and terrorist travel can be con-
strained by acting on this knowledge. Targeting terrorist travel is at least as power-
ful a weapon against terrorists as targeting their finances.

The Commission therefore has recommended that we combine terrorist travel in-
telligence, operations, and law enforcement in a strategy to intercept terrorists, find
terrorist travel facilitators, and constrain terrorist mobility.

Front line border agencies must not only obtain from the Intelligence Community,
on a real-time basis, information on terrorists, they must also assist in collecting
it. Consular officers and immigration inspectors, after all, are the people who en-
counter travelers and their documents.
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Specialists must be developed and deployed in consulates and at the border to de-
tect terrorists through their travel practices, including their documents. Technology
has a vital role to play. Three years after 9/11 it is more than time for border offi-
cials to integrate into their operations terrorist travel indicators that have been de-
veloped by the intelligence community. The intelligence community and the border
security community have not been close partners in the past. This must change.

We also need an operational program to target terrorist travel facilitators—forg-
ers, human smugglers, travel agencies, and corrupt border officials. Some may be
found here, but most will be found abroad. Disrupting them would seriously con-
strain terrorist mobility. While there have been some successes in this area, intel-
ligence far outstrips action. This should be rectified by providing the interagency
mandate and the necessary resources to Homeland Security’s enforcement arm, Im-
migration and Customs Enforcement (ICE), and other relevant agencies, including
the FBI.

This problem illustrates the need for a National Counterterrorism Center. Inves-
tigations of travel facilitators invariably raise complicated questions: Should a par-
ticular travel facilitator be arrested or should he be the subject of continued intel-
ligence operations? In which country should he be arrested? A National
Counterterrorism Center is needed to bring the numerous agencies to the table to
decide on the right course of action.

Screening Systems

To provide better information to our consular officers and immigration inspectors,
the government must accelerate its efforts to build a biometric entry and exit
screening system. This is an area in which Congress has been active since the mid-
1990s. It has been a frustrating journey.

Congress first created an entry-exit system in 1996, to increase compliance with
our immigration laws. It was not associated with counterterrorism, or with biomet-
ric identification. As a practical matter, the entry-exit effort was not seriously fund-
ed until the end of 2002. By that time, aspects of a system were directed by four
separate laws. The establishment of the Department of Homeland Security then
changed the organizational context for implementing those laws.

The new Department is emerging from its difficult start-up period and is, we be-
lieve, poised to move forward to implement Congress’s mandates in this area. We
would like to stress four principles that we believe must guide our efforts in this
arena.

First, the U.S. border security system is effectively a part of a larger network of
screening points that includes our transportation system and access to vital facili-
ties, such as nuclear reactors. The Department of Homeland Security should lead
an effort to design a comprehensive screening system, addressing common problems
and setting common standards with system-wide goals in mind.

Second, a biometric entry and exit screening system is fundamental to inter-
cepting terrorists and its development should be accelerated. Each element of the
system is important. The biometric identifier makes it difficult to defeat a watchlist
by a slight alteration in spelling of a name, a technique relied upon by terrorists.
The screening system enables border officials access to all relevant information
about a traveler, in order to assess the risk they may pose. Exit information allows
authorities to know if a suspect individual has left the country and to establish com-
pliance with immigration laws.

Third, United States citizens should not be exempt from carrying biometric pass-
ports or otherwise enabling their identities to be securely verified. Nor should Cana-
dians or Mexicans.

Fourth, there should be a program to speed known travelers, so inspectors can
focus on those travelers who might present greater risks. This is especially impor-
tant for border communities.

We believe that the schedule for completion of this biometric entry-exit screening
system should be accelerated to the extent feasible. This will require additional an-
nual funding, and a mandate to a central organizational authority, such as the US
VISIT office, to manage the effort.

International Collaboration

We need much greater collaboration with foreign governments on border security.
This means more exchange of information about terrorists and passports, and im-
proved global passport design standards. Implicit in this recommendation is contin-
ued close cooperation with Mexico and Canada. It is particularly important to im-
prove screening efforts prior to departure from foreign airports, especially in coun-
tries participating in the visa waiver program.
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Immigration Law and Enforcement

We must be able to monitor and respond to entries along our long borders with
Canada and Mexico, working with those countries as much as possible. Our law en-
forcement system ought to send a message of welcome, tolerance, and justice to
members of the immigrant communities in the United States. Good immigration
services are one way to reach out that is valuable, including for intelligence. State
and local law enforcement agencies need more training and partnerships with fed-
eral agencies so they can cooperate more effectively with those federal authorities
in identifying terrorist suspects.

Finally, secure identification should begin in the United States. We believe that
the federal government should set standards for the issuance of birth certificates
and sources of identification such as drivers’ licenses.

The agenda on immigration and border control, then, is multi-faceted and vital
to our national security. The bottom line is that our visa and border control systems
must become an integral part of our counterterrorism intelligence system. We must
steer a course that remains true to our commitment to an open society and that wel-
comes legitimate immigrants and refugees, while concentrating our resources on
identification of potential terrorists and prevention of their entry into the United
States.

We would be pleased to respond to your questions.

Mr. SMITH OF NEW JERSEY. Ms. Ginsburg, thank you very much
for your testimony, and you as well, Mr. Kojm.

Just to begin the questioning, Mr. Kojm, you made a very per-
suasive case, I think, on the need for dialogue, enhanced dialogue
among countries in the Middle East—Muslims, I guess, in general,
but especially the countries of the Middle East and the United
States and Western countries as well.

One of the things that I have looked at for years—and I am not
alone in this—has been the applicability of the Helsinki process. As
I think you know, I chair the Commission on Security and Coopera-
tion in Europe, which is comprised of 55 countries that have agreed
to the Helsinki Final Act signed in 1975, which has a large number
of mutually reinforcing baskets, three baskets in the areas of
human rights, trade and security. That has been one of the most
important living documents.

In the worst days of the Soviet Union, as you know, and when
the Warsaw Pact loomed as an ominous threat, this was a way of
getting political prisoners out of engaging eyeball to eyeball, foreign
minister to foreign minister, parliamentarian to parliamentarian,
and in every other way with these countries; and it was a learning
experience. And many of the people who spent time in the gulags
in the Soviet Union and elsewhere, including Sharansky and oth-
ers, will tell you the Helsinki process was key to democracy build-
ing and human rights observance.

I held a hearing June 15, just on the Middle East, entitled “The
Middle East: Would the Helsinki Process Apply?” And we heard
from Ambassadors—Max Kampelman, a very distinguished Ambas-
sador, Mark Palmer, and many others including Nathan Sharansky
from Israel, a former political prisoner, to talk about whether or
not this would apply.

I was wondering if the Commission looked at that model. We do
have Mediterranean partners right now with whom we interface.
Five countries of the Middle East routinely meet with parliamen-
tarians, and their foreign ministers meet with the Europeans, and
us, and with Canadian counterparts, and it has been a fruitful—
but I don’t think much of a utilized—venue for us to promote this
dialogue.
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You know, we need to start talking in the same terms about
what human rights are. Certainly the Universal Declaration of
Human Rights speaks to the universality of those rights. But other
people can look at it and somehow go off on a tangent when there
is—you know, we can learn from each other. This could be like a
mirror and also can promote, I think, some understanding.

What is your view on the old Helsinki process being applied and
perhaps some of these countries, if not all, being incorporated into
the Helsinki venue?

Mr. KoJMm. Mr. Chairman, thank you for the question.

We very much consciously considered the Helsinki process model.
Now, in the final text of the report we don’t draw that analogy ex-
plicitly, but I can assure you that it did animate our discussions.
The comparison is a very apt one because we are talking about a
similar concern. It is trying to change societies and mind-sets over,
frankly, a very long period of time. And the process, as you well
know, was very frustrating and there were many steps backward.
Well, fortunately, more forward than backward, but a lot backward
in the interim.

The concept is a sound one because you get beyond government-
to-government dialogue about foreign policy in the Helsinki process
to dialogue about trade and human rights. We frankly would like
to see even more discussion: Not just of trade, but of economic re-
form; not just human rights, but methods of political participation
and creating and strengthening civil societies.

So I think the example is a superb one for animating what we
hope will be a relationship between the West and the Arab and
Muslim world.

Mr. SMITH OF NEW JERSEY. Appreciate that.

Let me ask you, Ms. Ginsburg, on the issue of visas—and I ap-
preciate your testimony and the good work contained within this
document—the point is made that there are weaknesses, systemic
weaknesses. Some have been reduced. They are far from being
overcome, as you say in the document. You talk about the watchlist
and many other good things.

It seems to me, from hearings we have had and from work that
we have done on the Committee, that one of our potential Achilles
heels remains the visa waiver program. Some 27 countries are in-
cluded in that. Approximately 50 million people per year are able
to access the United States without going through the vigorous or
rigorous protocol of a visa.

Henry Hyde just recently wrote a letter to Secretary of State
Colin Powell on June 30 where he has asked—it is his rec-
ommendation, and we certainly concur—that the visa waiver pro-
gram be reviewed for continued participation by select countries,
that a policy be considered that would require ineligible countries’
participation in the Interpol stolen visa travel document database,
because that is a major problem and this Committee has recently
held a hearing on that as well—it seems to me that that is the
minimum. But the visa waiver program seeking the laudable goal
of allowing the free and unfettered access of people among select
countries to visit family and relatives for recreational purposes can
be easily exploited by would-be terrorists.

How do you respond to that?
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Ms. GINSBURG. Well, we think the decision to include visa waiver
travelers in the USVISIT program is a good one. The visa waiver
program reviews are also important and need to be taken seriously.

With respect to the lost and stolen passport participation, I am
not that familiar with the very critical details of how Interpol has
set up its interconnectivity, so I don’t know what ability there is
now technologically to fully participate in access to those data-
bases. I know that is something that is still being developed in this
country. But certainly, access to lost and stolen information is very
critical for all of us.

We know that intelligence indicates that al-Qaeda has access to
European passports. And that is one of the reasons why we say de-
veloping terrorist travel intelligence and training immigration offi-
cials is so important. We also suggest in the report that we should
think about more passenger screening overseas, and I think that
that is an area where improvement can be made. And one of the
things we might work on is more robust international arrange-
ments for doing that on a reciprocal basis.

Mr. SMITH OF NEW JERSEY. Do you have a very specific idea of
what that would look like?

Ms. GINSBURG. There are a number of different available models
that we can discuss.

Mr. SMITH OF NEW JERSEY. If you could, make that a part of the
record for this Committee’s consideration.

Let me just ask one other question before I yield to my col-
leagues, on the issue of human trafficking. One of the issues that
I have worked on, along with a bipartisan group of colleagues, has
been to hopefully end the scourge of human slavery. As a matter
of fact, I wrote the Trafficking Victims Protection Act in 2000.
President Bush signed it again in 2003, an expansion, and what we
have discovered is that organized crime has literally made tens of
billions of dollars over the last several years. And it is number
three, after weapons—drugs first, weapons second, human traf-
ficking is third, mostly for forced prostitution; and I was wondering
if the Commission looked as to whether or not any or some of this
money may have found its way into the nefarious enterprise called
terrorism.

We know that they get money from narcoterrorists. Money is got-
ten from weapons sale. Has that been looked at?

Ms. GINSBURG. I don’t know that we looked at whether some of
the profits from human trafficking have made their way to terrorist
organizations. But certainly one of the things we are saying about
the center that has been set up to develop information about the
human trafficking network is that those networks criss-cross with
the terrorists’ travel facilitators as well, so some of those networks
that move human beings for work purposes or other purposes are
also moving terrorists. And so the efforts against those criminal or-
ganizations are also relevant for attacking terrorism.

Mr. SMITH OF NEW JERSEY. I would just say finally, before I yield
to Mr. Menendez, that when we were writing that legislation that
was signed in the year 2000 by President Clinton, there was an
enormous amount of push-back from the State Department then,
naming names and admonishing countries, holding nonhumani-
tarian foreign aid as the lever to try to get them to live up to a
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standard where traffickers are prosecuted and the women who are
exploited are treated for what they are, victims—enormous amount
of push-back. But we have found now, since it has been imple-
mented—and the fourth report was recently issued in June—it has
been, I think, a total or as close to a total success as you could
come in using a smart sanction.

I raise this because one of the things in this Commission—it sug-
gests that the change in the reform in the Muslim countries, the
Arab countries, really needs to come from within. While I agree
with that, I think it perhaps sells short the importance of very
strong, consistent standards being put forward. It is not a matter
of lecturing. It is a matter of saying, these are universally recog-
nized standards. And certainly the people in the Arab world are de-
serving of democracy, they have a democracy deficit; and it seems
to me that, you know, we sell short our ability perhaps to foment
positive, constructive change as we are seeing. The trafficking
changes we have seen in laws, legislation, including in the Muslim
world, have been breathtaking. Numbers of countries have passed
sweeping statutes to crack down on traffickers of human persons,
which they had not had. It is because we said, “We mean business;
we are not kidding.”

So I would just say, in terms of tone, I think we can be very as-
sertive, not always worrying about the backlash as long as we are
sincere and honest and transparent and say, “Your people deserve
democracy and basic fundamental human rights.”

Mr. Menendez.

Mr. MENENDEZ. Thank you, Mr. Chairman.

And let me thank both of you for your service as well as your
testimony.

Mr. Kojm, let me ask you this. If Tom Kean and/or Lee Hamilton
were the Secretary of State and were implementing the Commis-
sion’s report, could you tell us with some degree of specificity what
would be the items that you would want to see, or they would want
to see, on behalf of the Commission? What would they have the
State Department do that is not necessarily right now being done
or that could be done better?

Mr. Kosm. Well, Mr. Menendez

Mr. MENENDEZ. It is your moment to be the Secretary of State,
so that doesn’t come often in our lifetimes.

Mr. KoJM. It is at some peril that I venture an answer in this
regard.

I think there are a few points that are worth making. One is the
importance of the tools for the conduct of diplomacy and public di-
plomacy. We would certainly include strong foreign assistance pro-
grams and the ability to move funds flexibly on behalf of all the
things that we have been talking about, education, and the ability
to move funds in the field quickly for purposes such as repairing
schools, building roads, drilling wells for water—things that really
make a difference at the local level. The ability to have those funds
and to use them flexibly, I think, would be very important for the
effectiveness of U.S. policy in any country where we are trying to
deal with terrorism or to get a government’s cooperation to flush
out terrorist sanctuaries.
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I think a second point would be the importance really of contin-
uous engagement with key partners in Afghanistan, Pakistan,
Saudi Arabia. Those are the three countries we identify. Now any
Secretary of State has huge requirements on his or her time and
all kinds of competing priorities. But if we don’t get the relation-
ship with those three countries right—and they all have posed very
tough questions for us—we are not going to win this war. We will
be headed in the wrong direction.

I will stop right there. There is so much to be done.

Mr. MENENDEZ. Let me ask you this, moving to the Commission’s
comments about the terrorist sanctuaries—and I agree that elimi-
nating terrorist sanctuaries is clearly a key to winning these ef-
forts, but I am concerned about our policy in Afghanistan. When
we entered the war in Iraq, our attention, funding and troops
largely shifted from Afghanistan. Right now, as they prepare for
elections in October, much of the country is controlled by warlords
who are sometimes at odds with the central government. NATO
countries haven’t met their commitments with troops and funding.
The Taliban has threatened those registering to vote. Al-Qaeda is
still involved in an insurgency.

The Commission calls for a redoubled effort in Afghanistan.
Could you share with the Committee with greater specificity what
that means? Would you suggest renewing the Afghanistan Freedom
Support Act? Is it a question of further aid? Are NATO and our al-
lies capable of enhancing our capabilities on the ground? Does that
flexibility that you talked about before in a more generic sense in
terms of U.S. assistance, does that need to be reallocated? What is
not working?

Mr. KosMm. Thank you for the question, because it does address
directly a central recommendation. Maybe I was too telegraphic in
my previous response about the importance of Afghanistan as a
priority, but what you have spelled out is exactly the nature of the
problem that we must address. Afghanistan is where it all started.
There would be no 9/11 plot without the sanctuary that Afghani-
stan provided. The Taliban is still present. It is not in power, but
it has forces, it has supporters, it still represents a threat to the
security and stability of the Karzai Government.

We cannot succeed in Afghanistan if we simply have stability in
Kabul. And it is a very tough question of extending stability and
security for all the reasons you outlined—warlords, return of opium
growing and the drug trade, vast poverty, poor infrastructure na-
tionwide. This is not an easy challenge, but unless you commit the
political priority and the resources—and you are right—not just by
the United States but in partnership with NATO governments and
others who wish to join us, we are not going to get this done.

There is much historical precedent for the attention of the
United States to a key problem internationally for a short period
of time. And once that attention wanes or drifts elsewhere, you are
in a world of hurt if you don’t keep focused on the central prob-
lem—which we believe is still Afghanistan.

Mr. MENENDEZ. Let me ask you a question continuing with ter-
rorist sanctuaries. The Commission makes it clear that President
Musharraf is our best bet in Pakistan, or at least it seems to me
that is a proper phrase. You can disagree with me when you have
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the opportunity. It noted he is himself threatened by extremists in
his own country and that we should sustain aid to Pakistan. Yet,
as you know—I am sure the Commission does as well—Musharraf
pardoned A.Q. Khan who was running a nuclear supermarket for
the world, has maintained only a semblance of real democracy and
picks and chooses when to crack down on al-Qaeda on the border.

Now the President has pledged to work with Congress to put to-
gether a 5-year, $3 billion aid package for Pakistan starting in
2005. And the Commission, as I understand it from the reading,
believes we should continue aid to Pakistan as long as President
Musharraf commits to a policy of “enlightened moderation.” My
question: The Commission makes that recommendation, how does
the United States preserve stability in Pakistan while at the same
time encouraging Democratic change in Pakistan? Does the Com-
mission have any sense of the amount of aid that we should be giv-
ing? Do they believe that aid should be conditioned?

A lot of people talk about economic versus military aid. The
President is proposing a 50-50 split. How do we avoid sending a
signal that for so long as President Musharraf occasionally calls up
an al-Qaeda terrorist that we basically look the other way on the
broader questions of terrorists and proliferation activities in his
country?

That to me is the conundrum that the Commission presents
when it says it is our best bet and we should continue to engage.

Mr. KoJM. Mr. Menendez, you have encapsulated the nature of
the debate that the Commission had. This is a very difficult prob-
lem, and it took the Commission a long time to come to the judg-
ment it did.

As you have outlined, we have huge interest in Pakistan: Non-
proliferation, we want them to move toward democracy, and we
want them to help out on terrorism. Certainly, on the first two, we
don’t have a great record. We don’t have the kind of progress by
any stretch of the imagination that we believe we need. At the
same time, the war on terrorism at the moment is the number one
national security threat today to our country, and Pakistan’s co-
operation is essential. Now we have to balance all these things.

The Commission believes strongly you don’t give President
Musharraf a blank check. On the other hand, the Commission de-
cided not to endorse explicit conditionality on assistance. This is a
process where it really is a question of diplomacy and nuance; and,
frankly, this is right up the alley for the State Department man-
aging this kind of relationship that has multiple facets, some of
which are moving in the right direction, but all of them are not.
Surely it is in our interest that this Government with all the prob-
lems you and I have identified stay in place at this time.

We, of course, want elections, but we do not want to see Presi-
dent Musharraf replaced by some kind of Islamic radical govern-
ment. So this relationship is highly complex and often problematic.
For this reason I get back to my previous answer, it has to be on
the agenda of the Secretary of State right now all the time. It can’t
be handed off to someone else. Presidential leadership is needed
here as well.

Mr. SMITH OF NEW JERSEY. Chairman Leach.

Mr. LEACH. Mr. Kojm, what motivated the attack?
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Mr. KoJM. I am not sure we can point to any single causality.
I think we are looking at a program that bin Laden and al-Qaeda
had developed since 1989 of increasingly expanded operations, as
they called them, against both the domestic enemy, meaning re-
gimes in the Arab world, but also against the foreign enemy, the
United States. And, over time, al-Qaeda developed increasing capa-
bility, more ambitious plans and, as we know, they were patient
and very disciplined in their organization. The motivation extends
from a long-standing agenda that is part political, part religious,
but without question motivated by the very strong personal leader-
ship of bin Laden. So there is no single answer.

Mr. LEACH. I address this because I am not sure your report is
as strong on the motivations as it could be and, under the assump-
tion you have to know your enemy as well as yourself, I think more
thinking needs to be done.

The second point I would like to raise here is that there is an
issue of processes and an issue of policy. Your report puts a great
deal of emphasis on processes. As an individual Member, I am will-
ing to accept your recommendations pretty much across the board.
Policies are a different matter. And the policies you have high-
lighted are very reasonable. But if you talk to anyone about the
United States’ role in the Middle East and its role in the world, the
number one and the number two policies that matter relate to war
and peace, war and peace between the Israelis and the Palestinians
and the war we are engaged in.

On any spectrum, our processes today are spectacularly stronger
than they were at the time of 9/11. At the same token, it is not
at all clear that we are safer than we were on the date of 9/11 be-
cause of policies.

One of the questions on policies is, Have we been applying on a
consistent basis timely efforts to resolve the policy on the Israeli-
Palestinian issue? As we look at the 1990s, were we consistent?
And, secondly, on war and peace, is occupation a good idea or a bad
idea? Does that increase or decrease the idea or the prospect that
motivations against us will accelerate? And we have a minor foot-
note occupation issue, although occupation is too strong a term to
use, with the whole substance of having over 5,000 troops in Saudi
Arabia for a long period after the Gulf War. And that, in terms of
some, is one of the motivations. Fifteen of the nineteen attackers
were Saudi.

The question I raise is, Does the Commission have any rec-
ommendations on the war and peace issue? Because, in terms of
policies, those two policies are so much more significant than all of
the other policies and all of the processes that the Commission Re-
port addresses.

Mr. KoJMm. Thank you, Mr. Leach.

The mandate of the Commission was explicit. It did not include
Iraq. It did not include the words “Arab-Israeli conflict,” did not in-
clude the word “Palestinians.” We had a lot of issues to take on,
a lot of hard issues, as you know. The Commission was not looking
for additional issues to take on.

Let me say the Commission has not been unmindful, to say the
least, of what you speak about here; and we do speak about it in
chapter 12. It really does make a very important difference to the
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success of our efforts against terrorism as to what happens in Iraq
and what happens with the Arabs and Israel. They influence public
opinion significantly. And if we are not successful in the war on
terrorism, neither Israel nor Iraq will be safer.

So my point here is that we do not have explicit recommenda-
tions on either question, but it is also clear that success in resolv-
ing these questions will be very important to the future of Amer-
ican policy with respect to terrorism and with respect to American
policy in the Middle East.

Mr. LEACH. Let me just conclude. In America, process is the most
important part in the political sense, and the Commission has
made some decent recommendations on how you rearrange the
deck chairs, and it has also made a few decent recommendations
on process issues in international affairs. But I do not think that
there should be any misleading of us that full adoption of this re-
port, which I generally support, is anything but of marginal signifi-
cance compared to the policy issues that are of much more signifi-
cance.

I thank you for what you have done, and I don’t think the policy
debate can be ducked. If the issue is the national security of the
United States and security of our allies in the region, we are going
to have to address policy; and there is no substitute for good policy.
Public diplomacy is of meaningless significance unless the policy
that it is backing up is credible. Thank you.

Mr. SMITH OF NEW JERSEY. Chair recognizes the gentleman from
California, Mr. Sherman.

Mr. SHERMAN. Let me start by commending Mr. Menendez for
the specific policy ideas that he put forward in his opening state-
ment. When he comes back, you will tell him I went on and on and
commended him profusely, but let me move on.

I want to commend the Commission for something that it did not
do and that is, it did not suggest that we somehow try to placate
al-Qaeda in the hopes that al-Qaeda and its followers would hate
us less. Even if the United States abandoned its position and its
friends in the Middle East, we are still going to be al-Qaeda’s num-
ber one target because we exemplify on a grand scale a culture
which competes successfully with the Taliban ideology. The U.S.
cannot appease bin Laden. We can only whet his appetite. Because,
if we gave him everything he says he wants, he would simply de-
mand more, flushed with a sense of victory unless we were pre-
pared to agree and the Taliban policies would prevail everywhere.

So I thank the Commission for telling us how to win the war on
terrorism, rather than outlining how we can retreat.

I would like to pick up on Mr. Leach’s comments, policy versus
process. Because if you read the press about the Commission Re-
port, you come away thinking that it is all about changing the or-
ganization chart of the Federal Government and really just chang-
ing the organization chart of the intelligence community. Perhaps
Mr. Kojm could help me with this. Because I read chapter 13 with
its specific organization chart recommendations, but chapter 12
sets forth policy goals. These include denying sanctuary to terror-
ists, the need to fight the war of ideas in the Muslim world, in-
creased efforts to deal with the proliferation of nuclear weapons,
and the use of America’s economic power to achieve these goals.
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Then you get to chapter 13 and you see what Porter Goss’s new job
description should be and who his boss should be.

Let us say we fully implement every idea down to the letter that
the Commission has recommended with regard to the structure of
the U.S. Government, and then we ignored all of the policy rec-
ommendations and pretty much kept following the same policies,
but we had a different—obviously, we have a different organiza-
tional chart for our intelligence community. Would you regard that
as pretty much a substantial implementation of the Commission’s
recommendations, or as basically a failure to implement the rec-
ommendations of the Commission?

Mr. KoJMm. Mr. Sherman, first, thank you for the question. Your
concerns are the same as our concerns. There is ample interest in
Washington in who is up, who is down, who has got money and
who has what power. These questions are not unimportant, but we
are pleased to have the opportunity to testify before this Com-
mittee on many other aspects of the Commission’s report.

To address your question bluntly, if we implemented the struc-
tural changes and did that alone, we would have failed. We would
have not made America safer or more secure. We believe strongly
that we need the package of recommendations across the board,
comprising every aspect of our mandate. And that is aviation secu-
rity, border security, as my colleague Susan has discussed, changes
in foreign policy, public diplomacy, homeland defense, emergency
response. We need all these recommendations.

Now, look, we are not tied to every word. If there are better
ideas, and surely there are, that can emerge from this institution
or elsewhere, we welcome them. But we believe an approach must
be a comprehensive one. Moving the boxes alone means failure.

Mr. SHERMAN. Thank you very much for that answer. And I want
to thank two of the Commissioners for coming out to Los Angeles
for the field hearings that our Subcommittee did that began to
focus on the policy recommendations. I think these hearings as well
will perhaps get the public to realize there is more in the report
than an organization chart.

Ms. Ginsburg, unfortunately—and I will be dealing with the
State Department witnesses on this—we seem to be acquiescing on
a nuclear North Korea and nuclear Iran. Now whether we are or
not, there is still significant risk that those two countries are going
to get nuclear weapons. And then the question is, Should we acqui-
esce on the theory that we can prevent those weapons from getting
into the United States?

There are three ways that they can get in that I can think of:
ICBMs, that is to say intercontinental ballistic missiles, come in
through our borders or our coast; and you have focused on our bor-
ders and our coast. We already had a border defense system that
caught one out of 20 of the hijackers—or it didn’t catch him but
prevented him from coming in. But we are just dealing with al-
Qaeda, which is sophisticated for a terrorist organization, probably
the most sophisticated organization being run out of a cave. And
I realize they had more than that in Afghanistan, but they were
never a state. And even if they were a state, Afghanistan was
never much of a state.
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Imagine a country so sophisticated that it can build an inter-
continental ballistic missile and all the precision that it involves
and then turn that precision to perhaps have a speedboat drop off
of a freighter going from Malaysia to Tijuana, or sneak a nuclear
weapon across the border of the United States. Imagine a state
that had diplomatic pouches going into Ottawa and Mexico City
and the U.N. headquarters any time they wanted. Is it realistic for
us to think that we could have such an airtight border that we
could prevent a nuclear weapon the size of a person from being
smuggled into the United States or sent on our coastal waters on
a speedboat from a freighter? Or should we instead say that if a
state is sophisticated enough to build an ICBM and has nuclear
weapons, we are probably not going to be able to stop them from
smuggling into the United States?

Ms. GINSBURG. I think that the general view is we are not going
to be able to stop all incidents of terrorism merely by our border
controls. That is why the report has a whole array of recommenda-
tions, including a major thrust on nonproliferation. Nevertheless,
we do think the border controls can be strengthened and ought to
be strengthened through building a very layered system that looks
at all these opportunities and tries to reduce our vulnerabilities.

Mr. SHERMAN. Obviously, we need those controls to deal with the
enemies like al-Qaeda and some that are a little less sophisticated
than al-Qaeda was back in 2001. But the idea that we are going
to build a Star Wars system to defeat a country that can build an
ICBM ignores the fact that a speedboat off a freighter is a lot easi-
er to build than an ICBM and makes me wonder why we would as-
sume that we can make ourselves safe from such a sophisticated
adversary if we allow that adversary to build nuclear weapons.

Mr. Kojm, one of the areas that the Commission focuses on is in
getting our message to the Muslim world. We are spending $600
million on international broadcasting. A decent chunk of that is
being spent on broadcasting in the Muslim world. Yet we don’t pro-
vide any aid to the private broadcasters based chiefly in Los Ange-
les that have an incredibly large audience in Iran, and I wonder
whether you or the Commission has any view on whether we
should support those who have already established an audience
and yet are really shoestring operations. I have seen them. And
they often lack for content, often lack for—just the satellite time
they need to get the message into Iran.

Mr. KoJM. Mr. Sherman, we did not get to that level of speci-
ficity with respect to how to support broadcasting or other methods
of message transmission. I think all I can say is the Commission
would want to support creativity and creative approaches in both
delivering the message and extending a positive image of the
United States. I think I have to stop at that.

Mr. SHERMAN. Do I have time for one more question?

The Commission was very precise in talking about how Iran al-
lowed al-Qaeda terrorists to go in and out of that country and de-
liberately did not stamp their passports, thus facilitating al-Qaeda
operations in general and perhaps the attack on 9/11 in particular.
Do we have any reason to think that that was just a rogue decision
made by some local Customs official of Iran without the knowledge
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or approval of controlling elements into Iran, or was this a national
decision implemented in several different places in Iran?

Mr. KodM. Mr. Sherman, to be precise, we don’t really know. We
developed this question really quite late in our investigation and
think that others will have to take this up. What is clear is that
the future hijackers did transit from Iran to Afghanistan. Their
passports were not stamped. That seems to have been a conscious
decision. But to speak with more precision is really beyond what
we know.

Mr. SMITH OF NEW JERSEY. The Chair recognizes Mr. Pence from
Indiana.

Mr. PENCE. Thank you, Mr. Chairman. I would like to thank the
witnesses for their service to the country on the 9-11 Commission,
and I would like to thank the Chairman for calling this hearing.
I would not often be grateful for being called back to Washington,
DC, from my heartland Indiana district in this uncommonly com-
fortable August, but I am pleased to be here.

I joined the Chairman in a press conference the day that the
Commission released its report where four Republicans and four
Democrats urged expeditious action in a bipartisan way, and I am
grateful to see the Chairman putting feet on that in previous days
ﬂnd weeks ahead while Congress would otherwise be relaxing at

ome.

I do wish to commend the Commission and members of the staff,
legal and otherwise, who are here today. I came to that apprecia-
tion slowly. I did not support the creation of the 9-11 Commission.
I believed that in the times in which we live it would very likely
be just one more chapter in the blame game in Washington, DC.
I try to always be ready to admit when I am wrong; and this re-
port, with the leadership of a great Hoosier in Lee Hamilton and
Governor Kean, I think produced a thought-provoking and truly bi-
partisan analysis that will serve the Nation, our interests and our
security as well, for many years to come, and I wish to express the
3ppreciation of the people of the Sixth Congressional District of In-

iana.

Couple of quick points. It seems to me and I am very intrigued
about two issues that have been raised here, that Mr. Leach raised,
and that is the question of motivation. And the second has to do
with the terrorist travel issues that Ms. Ginsburg raised today. Be-
cause I have to tell you that when I am home in the 19 counties
of eastern Indiana, border security preoccupies the minds of the
people I represent as almost no other issue relative to confronting
terrorism. I think there is a sense among the people I represent
that there are two things the United States of America has to do
on the war on terror and that is hunt them down there and stop
them from getting here, to put it in plain English.

Some of the Commission’s findings about the lack of a coherent
and integrated system of interdicting terrorist travels is troubling
to this Member and I think should be troubling to every American,
and I want to get to that very quickly. But with regard to the moti-
vation, and I know, Mr. Kojm, in some of your previous positions,
you were intimately involved in the peace process and the debate
between the interest of Israel and the Palestinian Authority. You
make some comments on page 377 that you have reflected on here
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today. The Commission essentially says, without commenting on
whether United States policy in the Israeli-Palestinian conflict has
been right or wrong, and the impact, essentially, on the Arab and
Muslim world, and I just wanted to return to that very briefly, if
I might, Mr. Kojm. How do you calculate, or how does the Commis-
sion calculate the impact of the ups and downs over the last 10
years in the Israeli-Palestinian conflict and its bearing on the hor-
rific attack on our country on September 11?7 Was it the ups and
downs?

The United States of America since the '90s and after has fo-
cused enormous energy and enormous resources diplomatically on
trying to come to some agreement. But is it more—are we talking
1948 forward or talking about something that was aided or exacer-
bated by the ups and downs of the last decade, Mr. Kojm?

Mr. KoJM. Mr. Pence, let me try to answer a very good and a
very hard question.

I think, first, I would draw your attention simply to changes in
global communication and mass media. Two generations ago, it was
radio broadcasts in the Arab world that were the central way peo-
ple got their news. Today, it is Al Jazeera or another television
equivalent. We have been speaking about problems of literacy and
problems like impoverishment or economic backwardness in the
Muslim world. But when it comes to television, it is widely avail-
able, and you don’t have to read and write. It is a medium that
draws people into the emotional aspects of any question or any
issue.

So it is just a fact of life that the Israeli-Palestinian conflict and
the war in Iraq are topics of immediate attention and interest to
a very, very broad swath of public opinion, not just in the Arab
world but now with resonance throughout the Muslim world. So, in
a sense, these issues are part and parcel of any debate.

Now Congressman Leach appropriately asked about the question
of motivation, but you can’t separate single motivation. Speaking
personally, as the Commission did not dispose of this matter, even
when there was a period of progress and of great hope for peace—
and indeed peace in many respects between Israel and its neigh-
bors—bin Laden’s planning went forward.

At the same time, if you carefully read his fatwa—his February,
1998, fatwa—it talks about the occupation of the Holy Lands. By
that, it meant United States troops in Saudi Arabia. It talks about
the suffering of the Iraqi people with respect to sanctions at the
time. It spoke of American policies of divide and conquer within the
Muslim world to the benefit of Israel.

My point here is not to do publicity for bin Laden but to point
out that there are multiple motivations on many levels. Political
expressions are part of it. But, as I think Mr. Sherman has said,
that simply solving the political problems cannot stop the imme-
diate threat from this core group. But it is certainly true that mak-
ing progress on the broad array of issues we have outlined can re-
duce public support of bin Laden, which is crucial to our success.

Mr. PENCE. But it is correct to say, and I think I just heard you
say, in times when there was great promise and great hope of
progress in the last decade that there is really no evidence that had
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any impact on the planning and strategy and the intentions to
bring harm and violence on 9/11 to the United States of America?

Mr. KoJM. This is true with respect, certainly, to bin Laden, his
lieutenants and the core group. But I think there is little doubt
about—and every President and Secretary of State who has worked
on this question since 1948 and ’49 understands—the importance
of an Arab-Israeli settlement to United States interests in the Mid-
dle East.

Mr. PENCE. I appreciate your candor very much, and your exper-
tise is acknowledged.

Let me ask, if I may, Ms. Ginsburg, your comments about ter-
rorist travel I find very provocative. In fact, I think your last state-
ment—and I don’t have a copy of your statement in front of me,
but you essentially asserted that, as of today, although the report
says there has been some progress in reforming and interdicting
terrorist travel, that you said presently the U.S. policy does not
recognize the importance of protecting our borders from terrorists’
travel in effect. Did I hear you wrong on that or—because the re-
port seems to suggest on page 384 that the weaknesses—and I
think the Commission identifies two systemic weaknesses—the re-
ports asserts these weaknesses have been reduced but are far from
being overcome. I am not splitting hairs. The points you raised are
extremely important and valuable, and I am trying to get a sense
that we do not yet have a policy in the United States of America.

Ms. GINSBURG. I was making a distinction between border secu-
rity measures, which have greatly increased since 9/11 at the ports
of entry, and thinking about a biometric system. I was making the
distinction between that progress and progress to see a more offen-
sive role for a terrorist traveler, or interdiction strategy that is part
of our counterterrorism strategy as well as integrated into our own
border security measures.

Mr. PENCE. And the other thing that the Commission—as I read
the report, the Commission makes pretty astounding suggestions
about the issue of terrorist travel. Again, on page 384, 15 of the
19 hijackers were, in the Commission’s terms, potentially vulner-
able to interception by border authorities and went on to say au-
thorities could have identified up to three hijackers. But here 1s the
most troubling thing: More effective use of information in U.S. Gov-
ernment databases, all of which is heartbreaking when I think of
the thousands of families that grieve to this day about 9/11. Are
we making progress? Is the Commission calling for an abrupt
change in the kind of implementation policy in offense strategy
that %rou are talking about? How urgent is this need in this Con-
gress?

Ms. GINSBURG. We talked about a variety of things. On the ques-
tion of the data in our databases, the information in our databases
wasn’t fully captured in time for the unfolding of that plot. Many
improvements have been made, establishment of the terrorist
screening center and integration of the watchlists which our par-
ticular point referred to.

I do think that on the question, however, of terrorist travel intel-
ligence, development of the intelligence, the systematic analysis of
passports and travel tactics generally, the policies around the
world, the means in which both the mode of transportation and the
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means chosen to penetrate borders, that whole arena has to be de-
veloped and very little attention has been paid to it in the intel-
ligence community.

Also, there is a pretty significant gap in the intelligence commu-
nity and the front lines of our borders. That gap needs to be closed.
Part of the problem is clearances, part of the problem is technology,
and part of the problem is training on the scale needed to both de-
velop and transmit that kind of information in a day-to-day way.

Mr. PENCE. If we do the analysis—it seems as though when I buy
gasoline and stick a credit card in the gas pump, it takes about a
millisecond for that gas station to figure out I have credit to buy
gas. Seems to me if we have that intelligence, we have the data
systems in place where 330 million citizens come and go from this
country, we ought to have the ability at some point in the foresee-
able future to do a better job at intercepting terrorists who are
making an effort.

Ms. GINSBURG. I think we have opportunities to do a much better
job. We have to work hard at it, and it is going to take time.

Mr. SMITH OF NEW JERSEY. Ms. McCollum.

Ms. McCorLLuM. I would like to say again and would like to
thank you for the work. The staff deserves so much credit in the
way that you presented information to those who watched on TV
and in the book that has been published, because it is factual, it
is cited. The footnotes are just as exciting as the chapters. But
more importantly, with all the facts and information that is in
there, it is presented in a way in which any person in the United
States who wants to learn more about what happened and what
steps our Government can do to prevent this type of situation from
happening again is presented in a very useful form; and that in
and of itself is a great task.

I want to talk about diplomacy and issues of diplomacy, because
this is the International Relations Committee. And there have been
plans in place to track student visas, and then the funding was
never put in place to follow up to make some of those systems
work. So Congress has a responsibility in anything that is put for-
ward to make sure the funding is there.

But you talk about exchanges in the 9/11 Commission Report.
You talk about the fact that libraries had been closed. I just re-
cently came back from Syria, Lebanon, Israel, Iraq, as well as
being in the Palestinian areas. And my question is, the exchanges
that you mention in here are us opening up resources for people
in other countries to interact with the American Government,
American ideas. But I didn’t see much in the report about what is
going on currently with people from all over the globe, whether
they be scientists or students, having access to America itself. And
realizing that border security needs to be—and I fully support
many of the recommendations in here to increase border security.
Could you talk to me about the importance of having an exchange?
Because these leaders, whether they are from Syria or Lebanon,
the people moving forward in the peace process, the majority of
them had been educated in the United States and they are not
coming here anymore.

Mr. KoJMm. Thank you for the question, and it is a very important
one. And, first, thank you for your comments about the staff. We
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represent the 80 spectacular professionals who served on the staff.
On their behalf we thank you for those words.

Your comments ring very true to both a University President,
who serves as Commission Chairman, and to the Director of the
Woodrow Wilson Center, who serves as Commission Vice Chair.
Both the Chair and Vice Chair know firsthand of what you speak
and the great difficulties that scholars, scientists, business people,
students, tourists all have in coming to the United States now. The
challenge for us is to devise a system that does not impede this
very important part of international commerce that is essential to
our cultural, economic and scientific dynamism as a country. And
I will ask my colleague Susan to comment.

Ms. GINSBURG. The Commission considered the point that you
raised and looked at the visa applications that have been assigned
since 9/11, and they are down significantly, by 36 percent, for the
Middle East. My understanding is that some reserves are turning
around right now. But one of the things we see is that the design
of security measures on the training needs to be continually ad-
justed to respond to that problem, and some of the measures taken
in recent weeks seem to be addressing that.

We looked at several programs that were put in place after 9/11,
particularly those dealing with the additional scrutiny on visas.
And as we reported in one of our staff statements, I think staff
statement number 10, we didn’t see a lot of results, security bene-
fits from some of the measures put in place immediately after 9/11.
So the call for adjustment is really a call to have programs put in
place for security reasons and looked at to make sure that they are
providing the security.

Ms. McCoLLuMm. I would like to talk about the U.S. and our en-
gagement with the world. We have differences here in the Congress
about some treaties and the global climate change. When we aren’t
engaged actively in dialogue and not treating one as equal part-
ners, we diminish our credibility when we come to the table as hon-
est brokers on some issues. That is what I was hearing from busi-
ness people in some of the countries, political people.

What came up over and over and over again was their concern
about the major attitude change that the United States had in
using diplomacy as the first resort, the second resort, third resort.
And it came down to preemptive war. Countries that we have been
working on improving rights and relationships with respected the
fact that we had power. We are the most powerful country in the
world. Always felt that diplomacy and engagement would be used
paramount before preemptive war.

So I am not going to ask you to necessarily—we have discussed
Iraq, and you said you have no comment to make on that. But as
diplomacy in the words we choose and the actions we take, if we
aren’t careful in what we do, groups like al-Qaeda are using that
to define us to their best interest. You do allude to that in your re-
port; and if you would make a comment on that, I would appreciate
it.

Mr. KodMm. Thank you. You are certainly right. I can’t comment
on every aspect of your question, but I think I can comment mean-

ingfully.
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What we have found on the question of paramount importance
to the national security of the United States—international ter-
rorism—we cannot succeed over the long term without deep, con-
tinuous, profound interaction and support from international part-
ners. And it doesn’t matter what aspect of our struggle with inter-
national terrorism you choose to single out, we cannot do it alone.
The Secretary of State, the Director of Central Intelligence, every
senior official who is charged with national security is continuously
engaged in dialogue, interaction, exchanges of information, making
requests, and responding to requests from international partners.
Some things you can do alone that are helpful and beneficial, most
assuredly. But, over the long term, success requires international
partnership. And how do you get that partnership? Well, you build
trust and cooperation when you treat people as partners. And I will
stop at that point.

Mr. SMITH OF NEW JERSEY. The Chair recognizes Mr. Green.

Mr. GREEN. Thank you, Mr. Chairman; and let me begin by
thanking you, Mr. Chairman, for holding this hearing. It is very
useful indeed, and I am happy to be here to participate in it.

I want to thank our two witnesses for their hard work. I think
the Commission Report presents a number of very interesting ideas
and proposals that we should look at very, very carefully.

I also wanted to associate myself with Mr. Sherman’s remarks
before in appreciation of the Commission’s statement or principles.

And, Mr. Kojm, I think we recognize we have to destroy al-
Qaeda. That needs to be an extremely important part of our policy.
There is oftentimes a danger when commissions are created, com-
mittees are created, and we look at challenges and tragedies and
we spend so much time in reflection and wringing our hands that
we forget some of the obvious, that we have enemies outside that
should be destroyed.

I compliment you. I think the Commission did a terrific job in
creating a right balance. I would like to pursue some of the words
that you have spoken and written regarding international assist-
ance, because I do think it is terribly important.

Some months ago, I had the opportunity to travel. I was in North
Africa, and one of our Ambassadors said something to me that I
thought was important and profound. She said, oftentimes she has
heard that America is losing the battle of the hearts and minds of
young Muslims in general and young Muslim Arabs in particular.
And she looked at me and said, that is not true. We are not losing
the battle. We are not in it.

The more I thought about it, the more I realized she was correct.
That in terms of our expression of support and for many down-
trodden people in the world, we don’t always do as good a job as
we need to do despite the fact we are the most generous Nation on
the face of the earth. For a variety of reasons, we don’t always send
a signal that should accompany that generosity, because I think it
would serve us well in the long run in preventing the ability of ter-
rorist organizations like al-Qaeda to recruit or have any popular
support at all.

So my own view is that we must continue to push ahead. And
the battle needs to be short term and long term. In the short term,
there are things we need to do militarily. But in the long run, we
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must take a look at those conditions that al-Qaeda and others have
used—unfortunately effectively—to recruit others.

That leads me to the point that I wanted to raise. The Commis-
sion’s report recognizes in particular education’s role in teaching
tolerance in areas that haven’t shown tolerance. Specifically rec-
ommends the International Youth Education Opportunity Fund. Do
you have any further details on this proposal that you could share
with us? What kind of commitment do you believe the United
States needs to make to this and what kind of activities should this
fund be supporting? I raise it to either of you two.

Mr. KoJMm. Thank you for the question and the observation with
which we agree wholeheartedly. We need a balance. Those who
seek to kill us, that group needs to be a target for destruction by
us. That, of course, is one of our recommendations. At the same
time we believe other parts of our strategy and recommendations
are important. Part of that strategy is education.

On the International Youth Education Opportunity Fund, we
thought about attaching a certain dollar figure, but decided not to.
We wanted to speak to what our expertise was, and there are bet-
ter experts in international education and assistance programs
than the 10 members of the Commission. So we didn’t want to
micromanage or spell out too much detail.

But we feel that the thrust of the idea is important, that we
should make a significant commitment as a government to edu-
cation. And we know that the need is far greater than what we can
bring to the table.

We wanted to stress the importance of leveraging that effort.
Other countries themselves have to step up and agree that a sec-
ular education, a modern education that will help their young peo-
ple adjust to a modern economy is important to them. So it really
has to be a matching effort, and I think this is the only way we
can leverage, to send both the statement of the values of the
United States but also a tangible contribution. We talk a lot about
madrassahs and all the terrible things that madrassahs teach. But
if you are a very poor family in Karachi, what are your educational
choices if this is the only school that a family can send their young
people to? It is up to us to work with others to give them more op-
tions and more opportunity.

Mr. GREEN. As a follow-up to that, did the Commission look at
the details of the potential for the Millennium Challenge Account
program that this Committee wrote and helped to pass? It would
seem that already offers significant commitments. Of course, what
makes the Millennium Challenge Account unique, it requires a
great deal in terms of accountability and adoption of principles,
many of which seem to point to some of the conditions or important
points in terms of commitment to education, commitment to wom-
en’s health, commitments to more open and liberal societies. It
would seem that the Millennium Challenge Account would be open
to some of the suggestions you have mentioned.

Mr. KoJm. The ideas animating the Millennium Challenge Ac-
count certainly are things that we looked at and wanted to respond
to. But we wanted to make a more general point about our rela-
tionship with, and our philosophy toward, the Arab and Muslim
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world. Certainly many aspects of the Millennium challenge account
are consistent with what we have outlined.

Mr. SmiTH OF NEW JERSEY. I would like to conclude with a cou-
ple of final questions. You make the recommendation in the report
about the Broadcasting Board of Governors, and we know that
broadcasting, radio, TV, have been enormously successful. You
make the point that the BBG has asked for much larger resources.
What have they asked for and are you sure they are not getting
them?

And while you are thinking of that, just a couple of other issues.
I mentioned earlier the nexus between terrorism and human traf-
ficking. Obviously, the most obvious—and we know that there is a
connect here between drug trafficking and profits and property de-
rived from poppies and cocaine and the like. My question to you
would be, Would you favor a role for our DEA in the intelligence
community sharing? I think you make important recommendations
in the report about how the United States should engage its friends
and develop a common approach toward the humane treatment of
prisoners. I would just note parenthetically, just as you said we
need to vigorously—what was revealed in some of the detention
centers and jails in Iraq, Abu Ghraib in particular. And I would
just point out again, further parenthetically, there are 11 ongoing
military investigations. Seven military officers have been charged
and another two dozen likely to be charged as early as tomorrow.

So there is a multitude of mutually reinforcing, and hopefully no
stone will be left unturned. I was in Edinburgh as Chairman of the
Helsinki Commission, and there were 320 or so parliamentarians
from 55 countries. I offered a resolution on torture and abuse of
prisoners and said, “We need to lead by example if we are going
to try to admonish other countries, some of the ‘Stans’ in Central
Asia, not to torture prisoners.” We need to absolutely lead by exam-
ple and hold those to account who don’t.

But specifically you might want to elaborate on that rec-
ommendation.

And finally on our hearings, which you point out, and I found
this a little bit disappointing because I was myself, as a Sub-
committee Chair, very active not only in holding hearings on ter-
rorism—I mentioned one earlier and some of those who partici-
pated included Admiral Crowe, who is also an Ambassador—but we
also produced sweeping legislation that was passed into law that
significantly enhanced our ability to protect our Embassies abroad
and add more counterterrorism people, and to have this integrated
response. The Foreign Relations Act of 2000—2001 was my bill,
was signed into law, $5.9 billion over 5 years authorized to try to
mitigate the threat of terrorism by setbacks, by more people on the
job overseas. And yet, on page 106, it makes the point that the re-
port indicated that this Committee held only four hearings from
January 1998 to September 2001. We can count at least 18, and
obviously—you know, this is in whole or in part obviously, every
hearing.

I mean, when we did the Admiral Crowe hearing, there were
other aspects that were discussed at that, but that was the primary
focus. My point is, it is misleading, in my view—and I say this with
respect—to suggest we weren’t on the job. Maybe we didn’t do all
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we could have done, and that is probably very clear. But at least
18 hearings were held during that very limited time frame that you
put in the report.

Any feedback on that now or in the future that you would like
to provide for the record we would appreciate, Mr. Kojm.

Mr. KoJMm. Thank you. Let me just try to go quickly through the
several questions you raised.

With respect to DEA, certainly we support all systems to in-
crease information sharing, both within elements of the intelligence
community, but also with other agencies. Our information sharing
recommendations certainly go beyond just the intelligence commu-
nity.

On the Broadcasting Board of Governors, I am really not pre-
pared to speak precisely on budget figures. I think our broader
point would be simply that television in the Arab and Muslim
world is powerful. Al Jazeera, whether we like it or not, is success-
ful. As Mr. Pence recounted, you can’t beat somebody if you are not
in the game. And we need to be in the game with respect to sat-
ellite broadcasting, and we need to be in the game in a big way.

With respect to torturing prisoners, our point with respect to
those who are detained in the war on terrorism is that it is a point
of friction with key friends and allies, with the British, the Aus-
tralians, who speak to us about norms of international treatment.
Moreover, it is frankly not very helpful in the war of ideas. The
treatment and the condition of detainees is also a theme in the
media of the Arab and Muslim world.

With respect finally to the record of this Committee, we, of
course, stand corrected and welcome any material you would seek
to provide that would enhance our understanding. Your staff has
provided us some, and of course, we welcome that. Thank you.

Mr. SMITH OF NEW JERSEY. Mr. Kojm, thank you very much. And
I want to thank both of you, Ms. Ginsburg as well, for your great
service to our country. The product that the Commission has pro-
duced is a blueprint. There may be additions to it. I mean, you
know, the next time—as you know, having worked on the Com-
mittee, if we see a draft bill not get changed in significant ways
as it goes through the process, it would be the first time. So this
is a great starting point, and I think much that could be done ad-
ministratively as well as legislatively will be done; so we thank you
so much for that.

I would like now to welcome our second panel to the witness
table beginning with Ambassador J. Cofer Black, the Department
of State’s Coordinator for Counterterrorism. Prior to joining the De-
partment of State, Ambassador Black was the Director of the CIA
Counterterrorist Center.

And we will put more extensive biographies into the record, but
in the interest of time we will do a shorter version.

We will then hear from Secretary Patricia de Stacy Harrison,
who serves as the Acting Under Secretary of State for Public Diplo-
macy and Public Affairs, as well as Assistant Secretary of State for
Educational and Cultural Affairs. Secretary Harrison previously
served on the United States Trade Representative’s Service Policy
Advisory Council and was Co-Chairman of the Republican National
Committee.
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Ambassador Maura Harty became the Assistant Secretary of
State for Consular Affairs on November 21, 2002. Prior to assum-
ing this position, Ambassador Harty served as the Executive Sec-
retary of the Department of State.

We will then hear from Ambassador Francis Taylor, who is the
Assistant Secretary of State for Diplomatic Security and Director
of the Office of Foreign Missions. Prior to his appointment in 2002,
Ambassador Taylor served as the Department of State’s Coordi-
nator for Counterterrorism.

Earl Anthony Wayne was sworn in as Assistant Secretary of
State for Economic and Business Affairs on June 1, 2000. Secretary
Wayne previously served as the Principal Deputy Assistant Sec-
retary for European Affairs.

Secretary James W. Swigert is the Principal Deputy Assistant
Secretary of State in the Bureau of International Organization Af-
fairs. Mr. Swigert previously served as Director of the Offices of
South Central Europe and North Central Europe and as Deputy
Assistant Secretary of State for Europe.

Carol Rodley serves as Deputy Assistant Secretary of State in
the Bureau of Intelligence and Research. Ms. Rodley was pre-
viously the Deputy Executive Secretary in the Executive Secre-
tariat of the State Department.

Christina Rocca is the Assistant Secretary of State for South
Asian Affairs. Prior to joining the Department of State, Secretary
Rocca was the Foreign Affairs Advisor to Senator Sam Brownback.

Philo Dibble has served as Deputy Assistant Secretary of State
in the Bureau of Near Eastern Affairs since May 2003. He was pre-
viously the Deputy Chief of Mission in Damascus, Syria.

We are honored to have all of you here today. Your insights, your
written statements, all will be made a part of the record and this
will become very crucial in our deliberations in the Full Committee
and for the Congress in devising what we hope will be a wise strat-
egy going forward.

Ambassador Black, if you could begin.

STATEMENT OF THE HONORABLE J. COFER BLACK, COORDI-
NATOR OF COUNTERTERRORISM, U.S. DEPARTMENT OF
STATE

Mr. BLACK. Mr. Chairman, distinguished Members of the Com-
mittee, thank you very much for the opportunity to testify today on
the State Department’s diplomatic strategy to address terrorism as
viewed in the light of the 9-11 Commission’s report and rec-
ommendations. I will summarize my formal written statement and
ask that you include my full testimony in the record.

Mr. SMITH OF NEW JERSEY. Without objection, Mr. Ambassador,
yours and that of each of our distinguished witnesses will be made
a part the record.

Mr. BLACK. Thank you.

The release of the 9-11 Commission’s report and the subsequent
congressional hearings to discuss the Commission’s recommenda-
tions provide the necessary structure for a national debate on the
diplomatic approach to combating terrorism. To give you a brief
sense of the State Department’s contribution to the work of the
Commission, you should be aware that my office provided over
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15,000 pages of documents in response to a series of requests, and
I am sure that my colleagues can attest to similar contributions.

The testimony you will hear from my colleagues should leave you
with a profound sense that the State Department has a strategy
for diplomatic engagement in the age of terrorism. This strategy
has been evolving since the attacks in September 2001.

Today, I would like to briefly address two of the 9-11 Commis-
sion’s recommendations: Our actions to deny terrorists sanctuary
around the world and our efforts to develop a comprehensive strat-
egy against terrorism through multilateral mechanisms. My col-
leagues will address additional recommendations from the Commis-
sion Report.

We are facing a global threat which calls for comprehensive dip-
lomatic strategy and a global response. Anything less than a global
approach could result in the types of terrorist sanctuaries that are
described in chapter 12 of the Commission’s report.

The 9-11 Commission identified six regions of concern as current
or future terrorist safe havens. I will concentrate my remarks
today on two of these regions, deferring to my colleagues to elabo-
rate on their specific areas of expertise.

To counter the threat posed by al-Qaeda in the Horn of Africa,
the State Department is cooperating with numerous partners, in-
cluding the Department of Defense and host governments, to sup-
press terrorist activities in the region, to arrest and bring to justice
those who have attacked us and to diminish the conditions in those
societies that provide terrorists with refuge and support. Much of
this cooperation takes place in the context of President Bush’s $100
million East Africa counterterrorism initiative. Djibouti, Eritrea,
Ethiopia, Kenya, Tanzania and Uganda participate in this initia-
tive.

In Kenya we are working with the Kenyan Government to im-
prove its capabilities in the areas of counterterrorism, border con-
trol, law enforcement and criminal investigation and airport secu-
rity. In Ethiopia and Djibouti we formed close partnerships to
counter the threat of terrorism coming from Somalia. We believe
that our successes in this region have degraded the terrorist capa-
bilities, and we continue to act against the terrorist networks at
every opportunity.

Southeast Asia is a major front in the global war on terrorism
and continues to be an attractive theater of operations for the re-
gional terrorist group such as Jemaah Islamiyah (JI). The govern-
ments in Southeast Asia have been reliable partners in the war on
terrorism, but they face tremendous challenges in dealing with the
terrorist threat. We are working to address these challenges
through our antiterrorism training assistance program which is
showing good results.

In the Philippines we have seen success as the Philippine Na-
tional Police have thwarted plots in Manila, and arrested suspected
members of the JI and the Abu Sayyaf group. In Indonesia we im-
plemented an $8 million program to train and equip a specialized
counterterrorism (CT) unit with the Indonesian National Police.
These CT unit members have contributed significantly to the ar-
rests of the Bali and Marriott bombers. In Thailand and in the
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Philippines we are also working to implement terrorist watchlisting
capabilities at key points of entry.

Members of the Committee can be confident that bilateral efforts
to eliminate terrorist sanctuaries are succeeding in each of the six
regions identified in the 9/11 Commission Report.

Multilateral counterterrorism efforts start at the United Nations
with U.N. Security Council Resolution 1373. This resolution estab-
lishes a series of binding counterterrorism obligations on all U.N.
members and created the Counter-Terrorism Committee, or CTC,
to monitor implementation of these obligations.

But the multilateral efforts only begin there. Regional and func-
tional organizations are also critical. Functional organizations like
the International Civil Aviation Organization, and the Inter-
national Maritime Organization, can set international counterter-
rorism standards and identify best practices. Regional groups like
the Organization of American States’ Inter-American Committee
Against Terrorism, or CICTE, and the Asia-Pacific Economic Co-
operation’s Counter Terrorism Task Force can encourage member-
states to adopt the international standards and best practices iden-
tified by functional organizations.

The message you should take away from today’s testimony is
that in response to the threat of terrorism, the State Department
has been working bilaterally with our partners and aggressively
mobilizing international organizations to fight terrorism in every
corner of the world.

In closing, I would like to personally thank the Committee Mem-
bers for their sustained support of an amendment to reform the
law on the designation of foreign terrorist organizations. This pro-
vision represents the type of legislative action that will allow my
staff and their counterparts in other departments to direct their ef-
forts more productively against terrorists and their supporters.

Mr. Chairman, I will end at that note and turn it over to my col-
leagues.

Mr. SMITH OF NEW JERSEY. Ambassador Black, thank you very
much.

[The prepared statement of Mr. Black follows:]

PREPARED STATEMENT OF THE HONORABLE J. COFER BLACK, COORDINATOR OF
COUNTERTERRORISM

Mr. Chairman, Distinguished Members of the Committee, thank you for the op-
portunity to testify today on the recommendations of the 9-11 Commission.

Today’s hearing contributes to the ongoing and essential national debate on how
we might improve the sustained, steadfast, and systematic application of all key ele-
ments of national power—diplomatic, financial, law enforcement, intelligence, and
military—to the most important challenge of our time: the task of defending our
country against future acts of terrorism. I welcome the opportunity to speak to sev-
eral of the recommendations of the 9-11 Commission. I would like briefly to address
our actions:

e To deny terrorists sanctuary around the world;

e To develop a comprehensive coalition strategy against terrorism through mul-
tilateral mechanisms;

e To prevent the proliferation and terrorist acquisition of weapons of mass de-
struction; and

e To develop a common approach toward the detention and humane treatment
of captured terrorists.
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MULTILATERAL COUNTERTERRORISM STRATEGY

As implied in Chapter 12 of the 9-11 Commission’s report, “What to Do? A Global
Strategy,” and as President Bush has stressed on numerous occasions, the global
threat requires a global strategy and a global response—and this is exactly what
we have been providing, both bilaterally with our partners, and by aggressively mo-
bilizing the United Nations and other international organizations to fight terrorism
in every corner of the globe.

Multilateral counterterrorism (CT) efforts start at the United Nations. UN Secu-
rity Council Resolution 1373, adopted with strong U.S. leadership shortly after 9—
11, places binding obligations on all UN member states to:

e Prevent and suppress terrorist financing by criminalizing financing, planning,
preparing or perpetrating terrorist acts;

Prohibit nationals from making funds or economic resources available to ter-
rorists;

Freeze funds and financial assets of terrorists and related entities;

Refrain from supporting terrorist entities, take necessary steps to prevent
commission of terrorist acts, and prevent use of territory for terrorist acts;

¢ Deny safe haven and prevent movement of terrorists across borders;

o Exchange operational information and enter into agreements to prevent and
suppress terrorism, including ratifying the 12 CT conventions;

e Ensure refugee/asylum laws prevent abuse by terrorists; and
e Prohibit active and passive assistance to terrorists.

UNSCR 1373 also created the Counterterrorism Committee (CTC) to monitor im-
plementation of its obligations, and to maintain countries’ will to continue the strug-
gle. CTC has received universal support, with all 191 UN members reporting on
steps taken to implement UNSCR 1373. With our support, CTC is moving beyond
receiving self-assessments of compliance to conducting on-the-ground assessments
where appropriate. Such visits can help stimulate compliance by pinpointing assist-
ance needs in states with capacity requirements.

Regional and functional organizations are also critical to building a seamless glob-
al CT web. Functional organizations like the International Civil Aviation Organiza-
tion (ICAO) and the International Maritime Organization (IMO) can set inter-
national CT standards and best practices. Regional groups such as Organization of
American States’ Inter-American Committee Against Terrorism (CICTE) and Asia-
Pacific Economic Cooperation’s CT Task Force can encourage their member states
to adopt these standards and best practices, and help in their implementation. An
example of how the United States is working with such organizations to improve
CT efforts involves four different multilateral groups, each doing what it does best:

e The G8 developed a set of standards and best practices as part of the Secure
and Facilitated International Travel Initiative (SAFTI) to improve the secu-
rity of travel documents, including the use of biometrics.

e ICAO reviewed these standards and best practices and agreed to adopt them
as international standards.

e The Organization for Security Cooperation in Europe (OSCE) agreed in a
Ministerial decision last December to a U.S.-initiated proposal for all 55
OSCE member states to adopt and implement the ICAO standards and best
practices.

e The G8 Counterterrorism Action Group (CTAG) focused part of its last meet-
ing on bringing donor attention to document security assistance needs in the
OSCE region and beyond.

Since 9-11, we have been working with our close partners in the European Union
(EU) to combat the threat of terrorism. At the recent U.S.~EU Summit, we renewed
our commitment to further develop our cooperation against terrorism and agreed to
work together: to deepen the international consensus and enhance international ef-
forts to combat terrorism; to prevent access by terrorists to financial and other eco-
nomic resources; to develop measures to maximize our capacities to detect, inves-
tigate and prosecute terrorists and prevent terrorist attacks; to protect the security
of international transport and ensure effective systems of border control; to develop
further our capabilities to deal with the consequences of a terrorist attack; to dimin-
ish the underlying conditions that terrorists can seize to recruit and exploit to their
advantage; and to target our external relations actions towards priority developing
flounttges where CT capacity or commitment to combating terrorism needs to be en-

anced.
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This is the type of multilateral CT effort and cooperation that the United States
seeks to promote, a goal clearly shared by our G8 partners. During the U.S. G8
Presidency, our primary CT focus has been to improve the security of travel. At the
June G8 Summit, the President and his G8 counterparts adopted the Secure and
Facilitated International Travel Initiative (SAFTI), which includes 28 forward-lean-
ing projects in multiple areas of travel security:

e Enhancing travel document security and interoperability: We have done much
in this area, but SAFTI seeks added improvement.

o Information exchange: Information flow between nations is crucial to stopping
terrorists before they can act. We will improve the exchange of travel docu-
ment validation data, visa watch list data, advanced passenger information,
and lost and stolen passport data.

e Security cooperation: We will work together to build our shared capacity to:
analyze the security risk of passengers, crew, and cargo in advance of travel;
ensure that all states have proper airline and airport inspections and enforce-
ment regimes; and implement air, ground, and port countermeasures, includ-
ing the training and use of air marshals.

o MANPADS threat reduction: We are tackling the threat of man-portable air
defense systems (MANPADS) on two fronts: by stopping the proliferation of
such weapons and by helping security forces to defeat the threat where non-
proliferation efforts fail.

G8 actions in these areas will serve as a first step in further bolstering the secu-
rity of travel. As with G8 document security standards, the next steps will be to
export completed standards and practices to other organizations for broader adop-
tion, and then to help those lacking the means to implement them.

Helping states meet their CT obligations has been CTAG’s raison d’etre since it
was set up in 2003 to serve as a forum for donors of CT assistance. Through CTAG
we are acting around the world:

e To enhance the USG’s $100 million East Africa Counterterrorism Initiative,
the USG asked other CTAG donors to contribute and coordinate assistance
to maximize its impact.

o In Southeast Asia, CTAG is working with the Thai government to crack down
on document fraud, a major problem that has enabled terrorists to seek sanc-
tuary in the region using false documents, and with the Philippines and Indo-
nesia to provide effective means to eliminate entrenched terrorists.

e CTAG has worked with Financial Action Task Force to bring anti-terrorist fi-
nancing assistance to priority countries based on specific needs assessments.

e In concert with APEC and the IMO, CTAG is working to improve port and
maritime security in critical Southeast Asian shipping lanes.

CTAG will continue to address specific regional issues in the future, especially
when they represent a significant security risk, but will focus more attention for
now on global implementation of standards and practices, such as those associated
with SAFTI.

To facilitate the exchange of information with our partners, we have—through the
G8—established a mechanism for providing real-time information on lost and stolen
passports through Interpol. The G8 also agreed to develop, where possible, mecha-
nisms for real-time data exchange for validation of travel documents, visa watch
lists and advance passenger screening. While such international arrangements re-
quire complex negotiations, discussions now under way with Australia on a proposed
Regional Movement Alert List provide a potential model for progress.

With sustained will and commitment, we will work with and through multilateral
organizations to fight terrorism around the world. If we can replicate the model of
the G8, ICAO, OSCE, and CTAG efforts on document security in other areas and
in other groups, we will go a long way toward creating the seamless global CT web
we want and need.

DENYING TERRORISTS SANCTUARY

The 9-11 Commission identified six regions of concern as current or future ter-
rorist safe havens. I will briefly address our actions in these and other regions to
deny terrorists refuge, time, and opportunity to plan further attacks.

South Asia

The United States participates with Pakistan and Afghanistan on the recently-
formed Tripartite Commission, a problem-solving forum for discussing border and
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security-related issues. This mechanism allows for better coordination between the
three nations and has significantly improved relations in the Pakistan-Afghanistan
border region identified by the 9—-11 Commission.

Pakistan—Pakistan continues to be one of the United States’ most important part-
ners in the Global War on Terrorism (GWOT). To date, hundreds of al-Qaida or
Taliban remnants have been successfully apprehended with the cooperation of Paki-
stani authorities. Among some of the great successes in the GWOT were the appre-
hensions of Khalid Shaykh Muhammad, the mastermind of the 9/11 attacks, and
Walid Bin Attash, a prime suspect in the attack on the USS Cole in October 2002.
Just recently, Ahmed Khalfan Ghailani along with several family members and con-
federates was apprehended by Pakistani forces. Since the fall of 2003, the Govern-
ment of Pakistan (GOP) has stepped up its CT activities, most notably in the moun-
tainous Federally Administered Tribal Areas. As of March 2004, over 70 individuals
have been arrested. The GOP resumed operations in June, which are continuing to
this day, despite taking casualties. In parallel with military action, Pakistan has en-
hanced its legal, political, and public relations efforts against al-Qaida and the
Taliban. As of March 2004, the GOP has listed and offered rewards for over 70 ter-
rorists.

The U.S. Government has initiated significant cooperative programs that are in-
creasing GOP CT capabilities and building important ties between the U.S. and
Pakistani CT communities. These programs include long-term capacity-building ef-
forts in border security, criminal investigations, and counterterrorism finance.

Afghanistan—The removal of the Taliban regime from Afghanistan stripped al-
Qaida of its primary sanctuary and support, and shut down long-standing terrorist
training camps. Unable to find easy sanctuary in Afghanistan and elsewhere, the
al-Qaida leadership must now devote much more time and energy to evading cap-
ture or worse.

The U.S. Government is working closely with Japan and the United Nations As-
sistance Mission to Afghanistan, which jointly lead the nationwide disarmament, de-
mobilization, and reintegration (DDR) of militias in Afghanistan. Current plans call
for DDR of all militias by June 2005. The USG continues to support security sector
reform in Afghanistan by training and equipping the Afghan National Army (ANA).
Currently over 10,000 ANA forces are deployed to different provinces in support of
central government efforts to stabilize the provinces and Coalition efforts in Oper-
ation Enduring Freedom.

The U.S. Agency for International Development (USAID), in coordination with the
Afghan government, is supporting the development of institutions at the national,
provincial, and district levels. These include building roads, schools, and clinics; sup-
porting government ministries and local courthouses. These reconstruction efforts
pay an added benefit as we seek to eliminate terrorist sanctuary in Afghanistan.

Arabian Peninsula and Horn of Africa

The U.S. Government is working closely with its partners on the Arabian Penin-
sula to ensure that the area cannot be used as a safe haven or base of operations
for terrorist activities. The stakes are high, as al-Qaida and other terrorist
operatives threaten these governments and their citizens, as well as U.S. citizens
and facilities in the region. We are engaged with the governments on the peninsula
to bolster their CT capacities and support their efforts to combat terror. This in-
cludes support for border security, law enforcement training, intelligence support,
training and advice to combat terrorist financing, and in the case of Yemen, eco-
nomic development support.

Yemen—The U.S. Government restarted a Foreign Military Financing program in
2002 to support the CT mission of the Yemeni military. The Yemeni government is
also working with us to enhance their border security and export control measures.
We have been working with Yemen since 2001 to implement a terrorist watch list-
ing capability and to date have installed computerized systems at two dozen Yemeni
ports of entry.

In 2003, improvements in Yemen’s internal security situation enabled USAID to
reestablish a mission in Sanaa. Our development assistance in Yemen targets
health, education, agriculture, economic growth, and democracy and governance in
five remote and very poor rural governorates most at-risk of generating political, so-
cial, and economic instability. The development program is designed support the
partnership between the governments of Yemen and the United States to improve
s:lacurity in the region by working together to improve the lives of the Yemeni peo-
ple.

Saudi Arabia—Since the May 2003 attacks in Riyadh, the Saudi government has
arrested more than 600 terrorist suspects, and has conducted more than 60 raids
throughout the country, yielding tons of explosives, large caches of arms and ammu-
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nition, and valuable insights into the plans and capabilities of the Saudi al-Qaida
network. This effort has come at a cost, as Saudi security forces have lost approxi-
mately 30 men in CT operations.

We have had solid cooperation on intelligence sharing and case development
through our Joint Task Force on Terrorist Financing. The Saudis have already insti-
tuted a variety of new laws and regulations that have the potential to fundamen-
tally alter their banking and charity systems.

Horn of Africa, Somalia and Kenya—To counter the threat posed by al-Qaida in
the Horn of Africa, State is cooperating with numerous partners, including the De-
partment of Defense and host governments, to suppress the activities of terrorists
in the region, to arrest and bring to justice those who have attacked us, and to di-
minish the conditions in those societies that provide terrorist sympathizers with ref-
uge and support. Much of this latter cooperation takes place in the context of Presi-
dent Bush’s $100 million East Africa Counterterrorism Initiative. In late 2002, the
Defense Department established the Combined Joint Task Force—Horn of Africa
(CJTF-HOA), which participates in CT efforts in the Horn of Africa region. CJTF—
HOA is part of the U.S. Central Command and functions in the context of Operation
Enduring Freedom.

Southeast Asia

Southeast Asia is a major front in the global war on terrorism, and continues to
be an attractive theater of operations for regional terrorist groups such as Jemaah
Islamiyah (JI). The governments in Southeast Asia have been reliable partners in
the war on terrorism, but they face tremendous challenges to dealing with the ter-
rorist threat. We are making progress by working with many of the governments
in the region to provide assistance and prevent them from becoming terrorist sanc-
tuaries. We have a robust Anti-Terrorism Training Assistance (ATA) program
throughout the region, and we are seeing results.

In the Philippines, we have seen success as the Philippine National Police have
thwarted plots in Manila and arrested suspected members of JI and the Abu Sayyaf
Group. In Indonesia, we implemented an $8 million program to train and equip a
specialized CT unit within the Indonesian National Police. In Thailand and the Phil-
ippines, we are also working to implement terrorist watch listing capabilities at key
points of entry.

Because terrorism in Southeast Asia is a regional problem, we also work with
other capable partners in a regional context to maximize the amount of CT assist-
ance we can provide. Through the G8’s Counter Terrorism Action Group process de-
scribed earlier, our embassies coordinate CT assistance programs with other embas-
sies in each capital to avoid duplication of effort.

North Africa and the Sahel

In North Africa and the Sahel, the primary threat is not from al-Qaida against
the United States., but from a local radical Islamist group, the Salafist Group for
Call and Combat (GSPC), which has been attempting to overthrow the government
in Algeria and impose an Islamist regime. Through the Pan-Sahel Initiative, an $8.4
million program, we have sought to better equip the nations of the area by providing
training and equipment to improve their border security and deny the use of their
sovereign territory to terrorists and criminals. Algeria, together with our partner
nations of Chad, Niger, Mali, and Mauritania have demonstrated their seriousness
by at}tlacking, pursuing, and degrading the GSPC’s capabilities over the last nine
months.

Central and Eastern Europe

Terrorist activity and the presence of terrorist support networks in Europe is a
source of concern. Efforts to combat this threat are complicated by the fact that
some countries have legal impediments to taking firm judicial action against sus-
pected terrorists, often stemming from asylum laws that afford loopholes, inad-
equate CT legislation, or standards of evidence that lack flexibility in permitting law
enforcement authorities to rely on classified-source information in holding terrorist
suspects. Ease of travel within Schengen visa countries could also make Western
Europe attractive to terrorists. In the countries of Central and Eastern Europe, al-
though immigrant communities are smaller, the ability to monitor and control pos-
sibly suspect activities and travel is often less than in more developed Western Eu-
ropean states.

To address these potential weaknesses, we continue to work closely with Euro-
pean partners to strengthen CT legislation and to help less capable states improve
their abilities to restrict terrorists’ freedom of action, block assets, and address so-
cial conditions that contribute to the spread of terrorism. The contributions of Euro-
pean countries in sharing intelligence, arresting members of terrorist cells, and
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interdicting terrorist financing and logistics have been and continue to be vital ele-
ments in the GWOT.

To supplement fixed border screening measures, the Department of State has
joined other Federal agencies in taking a proactive approach to tracking and inter-
cepting terrorists as they cross international borders. Our Terrorist Interdiction Pro-
gram curbs terrorists’ freedom of movement by providing recipient nations with
computerized border control systems for their ports of entry. State has assigned Spe-
cial Agents from the Bureau of Diplomatic Security to assist host country law en-
forcement authorities in their investigations of suspect travel facilitators—alien
smuggling rings, document forgers and corrupt travel agencies. State is also a mem-
ber of the Human Trafficking and Smuggling Center, an inter-agency unit that
shares information and coordinates actions to combat alien smuggling and traf-
ficking, including that linked to terrorism.

PREVENTING PROLIFERATION OF WEAPONS OF MASS DESTRUCTION TO TERRORISTS

The Commission Report addresses the nexus between terrorism and weapons of
mass destruction (WMD) proliferation. We strongly support the Commission’s rec-
ommendations to prevent terrorists from acquiring WMD, their delivery systems,
and related materials. The Commission Report highlights two key nonproliferation
efforts, the Proliferation Security Initiative (PSI) and the Cooperative Threat Reduc-
tion (CTR) Program. The Administration is actively working on both efforts in ways
that respond to the Commission’s recommendations.

The PSI has established a global web of counterproliferation partnerships; more
than 60 countries worldwide support PSI and are becoming involved in PSI
activites. We are continuing to broaden support for PSI and to expand its work to
identify where proliferation facilitators operate and how we can shut them down
and bring them to justice. We will do this through enhanced cooperation of law en-
forcement, military, and intelligence agencies of PSI partners around the world.

CTR is also making great strides in reducing prospects that terrorists will acquire
WMD or related materials. CTR programs and other important U.S. efforts are ex-
panding beyond the FSU. We are moving to lock up nuclear and radioactive mate-
rial and improve export and border controls worldwide and also to ensure that
smugglers of WMD-related materials are prosecuted. Agencies are collaborating to
eliminate WMD programs and to redirect scientists in Libya and Iraq. At the G8
Summit in Sea Island, we welcomed seven new countries into the G8 Global Part-
nership, for a total of 21 countries plus the EU. We are working together to ensure
WDMD-related materials are not available to terrorists or those that sponsor or sup-
ply them. The Partnership has made substantial progress on its goal of funding up
to $20 billion in non-proliferation projects by 2012.

COMMON APPROACH TOWARD THE DETENTION AND HUMANE TREATMENT OF CAPTURED
TERRORISTS

Immediately following the attacks on 9/11, the international community recog-
nized that we were in an armed conflict and we were justified in responding mili-
tarily. The Security Council recognized our inherent right of individual and collec-
tive self-defense, and members of NATO, the Rio Treaty and ANZUS invoked treaty
clauses regarding collective self-defense. We strive for this same unity of purpose
and international commitment when it comes to the detention of enemy combatants
during the course of this armed conflict. Clearly the capture and detention of enemy
combatants is inherent in any armed conflict and justified for the duration of hos-
tilities. There remains, however, significant international disagreement that the
legal framework for the continued detention of al-Qaeda detainees as enemy combat-
ants should be the law of war, apart from the law enforcement framework that may
also be utilized. Most governments will not, for example, accept transfer of detainees
for continued detention under the laws of war and have thus far only been willing
to accept responsibility for detention for purposes of criminal investigation and pros-
ecution. With respect to the legal framework for the treatment of detainees, we are
studying with interest the recommendation of the 9-11 Commission that “the
United States should engage its friends to develop a common coalition approach to-
ward the detention and humane treatment of captured terrorists.”

LEGISLATIVE SOLUTIONS

I would like to thank Committee members for their sustained support of an
amendment to reform the law on designating Foreign Terrorist Organizations. This
provision represents the type of legislation that will allow my staff and their coun-
terparts in other Departments to direct their efforts more productively against ter-
rorists and their supporters.
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In closing, I would like to assure the Committee members and the public that
wide-ranging efforts are already underway to actively deny terrorists safe haven
anywhere in the world. With the support of Congress, many programs mentioned
today are vigorously engaging this crucial recommendation, and I am confident that
today’s hearing will provide additional stimulus to enhance and expand our capabili-
ties.

Thank you again for the opportunity to appear before the Committee. I would be
happy to take your questions.

Mr. SMITH OF NEW JERSEY. Secretary Harrison.

STATEMENT OF THE HONORABLE PATRICIA DE STACY HAR-
RISON, ACTING UNDER SECRETARY FOR PUBLIC DIPLO-
MACY AND PUBLIC AFFAIRS, AND ASSISTANT SECRETARY,
BUREAU OF EDUCATIONAL AND CULTURAL AFFAIRS, U.S.
DEPARTMENT OF STATE

Ms. HARRISON. Thank you, Mr. Chairman, Members of the Com-
mittee, for the opportunity to appear before you today.

Mr. Chairman, the findings and recommendations of the 9/11
Commission Report lay out challenges specific to public diplomacy,
calling on us to define our message and, in fact, to define who we
are as Americans, to take a strong stand in support of a better fu-
ture, to defend our ideals and values and to offer opportunity to
youth.

Following the attack on our country almost 3 years ago, we have
been executing a public diplomacy strategy that aligns with the
Commission’s recommendations, with the clear understanding that
there is much, much more that must be done. Mr. Chairman, my
written statement provides a comprehensive report on our public
diplomacy initiatives. I just would like to make a few points.

We know that, as a nation, our greatest strength has always re-
sided in our values. The essence of America’s message to the world
is hope in the guiding values of individual freedom, the non-nego-
tiable demands of human dignity and economic opportunity. These
are values that endure and resonate especially with the young, im-
portant and rapidly growing demographic in the Arabic-Muslim
world.

We are working to communicate these values, using all the tools
of technology, as well as proven traditional outreach programs, in
order to connect with audiences who have very mixed attitudes to-
ward America, ranging from selective admiration to hostility and
sometimes a combination of both. We are working within an envi-
ronment of instant global communication through the Internet,
print, radio, television, video and film. And we are using all of
these channels to reach younger and wider audiences in their own
language.

We are reaching out as well to the universe of people who are
responsible for youth education and development, what I call
“youth influencers” such as clerics and classroom teachers, min-
isters of education, journalists, community leaders, counselors and
coaches, and moderate groups that are critical to the development
of a tolerant society. We have many partners throughout govern-
ment and the private sector.

The Broadcasting Board of Governors has been vigorous and cre-
ative and, through Radio Sawa and Alhurra TV, we are reaching
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increasingly larger audiences with the preeminent mass media
channels of radio and television.

The Department’s Bureau of International Information programs,
through its expanded Web presence, utilizes the other critical chan-
nel of mass media, the Internet; and the Bureau of Public Affairs
through our Foreign Press Center has expanded relationships with
media outlets to reach new audiences, to connect and inform.

The Bureau of Educational and Cultural Affairs, working closely
with the regional bureaus and our public diplomacy officers in the
region, launched Partnerships for Learning 2 years ago. The focus
of Partnerships for Learning is hope and opportunity delivered
through scholarships, academic, cultural and professional ex-
changes and English teaching. Through Partnerships for Learning,
we just completed the 1st year of our country’s first-ever govern-
ment-sponsored high school program with the Arab and Muslim
world and also created a new undergraduate program for non-elite
young men and women who would have otherwise had no oppor-
tunity for first-hand exposure to American values and institutions.

Programs that bring Americans and foreign citizens in direct con-
tact can and do have tremendous positive impact, and we know
that one of our greatest assets in public diplomacy is the American
people themselves, as they really are and not as they are
caricatured. Through our partnership with the private sector,
which includes a network of more than 1,500 organizations and
80,000 American volunteers who welcome and host thousands of
people from other countries to the United States, we are commu-
nicating values in the most direct and enduring way.

The Department is sending to Congress notification of our intent
to establish an Office of Policy Planning and Resources in the office
of the Under Secretary to improve the direction of public diplo-
macy, and I have also reestablished the Policy Coordinating Com-
mittee for Public Diplomacy with a focus on Muslim outreach.

There are many lessons that we are still learning from Sep-
tember 11, but one overarching theme remains: We must invest
and sustain, engage and educate, and work in partnership with the
vast majority of people who do want a better future for themselves
and their children. Commission member John Lehman is right:
Soft options are just as important as the hard ones. In both peace-
ful times and times of conflict, our mission is to ensure a vigorous
American presence in the world, declaring our policies, dem-
onstrating and communicating our values, forging links of mutual
understanding and respect between peoples on a continuous and
sustained basis. This is not the work of weeks or months; it is the
work of years and generations. And this mission of soft power is
a vital part of our homeland security.

Thank you so very much.

Mr. SMITH OF NEW JERSEY. Ms. Secretary, thank you very much
for your testimony.

[The prepared statement of Ms. Harrison follows:]

PREPARED STATEMENT OF THE HONORABLE PATRICIA DE STACY HARRISON, ACTING
UNDER SECRETARY FOR PUBLIC DIPLOMACY AND PUBLIC AFFAIRS, AND ASSISTANT
SECRETARY, BUREAU OF EDUCATIONAL AND CULTURAL AFFAIRS

Chairman Hyde, Congressman Lantos and members of the committee, thank you
for inviting us here today to testify on the recommendations of the National Com-
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mission on Terrorist Attacks Upon the United States. Your committee, Mr. Chair-
man, has long understood the importance of public diplomacy, and I welcome the
opportunity to participate in this discussion so important to the security of our coun-
try.

Mr. Chairman, the findings and recommendations of the 9/11 Commission’s Re-
port present challenges for all of us. In the realm of public diplomacy, the report
calls on us to define our message and ourselves, to stand for a better future, to de-
fend our ideals and values, and to offer opportunity to youth.

We know that our greatest strength lies in our values. Whether as a new nation
struggling for independence more than two centuries ago or now, when we have all
the privileges and burdens of a global power—the heart of the American message
to the world is one of values. We also understand that if we do not define ourselves,
others will do it for us.

Following September 11, 2001, in discussions with this committee, and in conjunc-
tion with our embassies, the Broadcasting Board of Governors and others, we began
to move forward with a strategy for America’s public diplomacy. The foundation of
our public diplomacy strategy is to engage, inform and influence foreign publics in
order to increase understanding for American values, policies and initiatives.
Through traditional programs and all the tools of technology, involving both the
public and private sectors, we are communicating the principles and values that un-
derpin our policies and define us as a nation. At the same time, we are working
to increase mutual understanding and respect between the people of the United
States and those of other countries.

After 9/11, we redirected funds to enable us to move quickly and reach beyond
elites to strategic communities comprising young people, religious leaders, as well
as the universe of people responsible for the education and development of young
people—“youth influencers” from education ministers to classroom teachers to cler-
ics, coaches and parents. We developed programs to reach people of good will, mod-
erate groups working for the development of tolerant civil societies, journalists,
women’s groups, local leaders, clerics, community activists and more.

We have communicated our policy message through daily press briefings and pub-
lic outreach by our missions around the world, as well as through our expanded web
presence, speakers and publications. And, we communicate America’s message
through more than statements and speeches. In fact, one of the most powerful com-
ponents of our public diplomacy programs are the 80,000 Americans who are reach-
ing out to host our more than 30,000 academic, cultural and professional exchanges
annually. We are working with 1,500 public-private organizations to improve lives
in communities throughout the world. We know that one of our great assets in pub-
lic diplomacy is the American people themselves, as they really are, not as they are
caricatured. Programs that bring Americans and foreign citizens in direct contact
can and do have tremendous positive impact.

We have formed partnerships with local institutions overseas, media and NGO’s
and others to extend our reach. We are funding English language programs, the lan-
guage of opportunity for young people worldwide and, in the process, conveying in-
formation about U.S. society and values.

We continue to seek new ways to maintain important connections at a global
grassroots level. For example, at a time when security concerns can constrain our
ability to engage, one of our programs, American Corners provides a unique oppor-
tunity to maintain our involvement.

Media in all of its forms, from the Internet to print and broadcast, is an important
component of public diplomacy. Our investment in training for journalists and coop-
erative television provides influential professionals with an entree to American soci-
ety, where they can see for themselves how media in a free society works and ob-
serve for themselves that America is a free country with citizens of many faiths wor-
shiping in their own way and coexisting equally. In other words, they can see how
a civil society enhances the lives of all its citizens.

The vast majority of people around the world, including people in the Arab and
Muslim world, share our values of freedom, human rights, opportunity and opti-
mism, but many do not recognize America as champion of those values. We must
compete to get our message across in an increasingly crowded and difficult competi-
tive information environment, and Mr. Chairman, we do compete. We are working
with the U.S. Agency for International Development to ensure recipients of our as-
sistance recognize that assistance does come from the American people. The new
Policy Coordinating Committee (PCC) on Muslim Outreach will strengthen coordina-
tion with the Department of Defense and other agencies. Our websites in Arabic and
other critical languages communicate values as well as policy. Our partner in broad-
casting, the Broadcasting Board of Governors, is dedicated to this objective.
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Mr. Chairman, I believe our public diplomacy efforts are working in the right di-
rection but there is a need to do more.

The Commission recommends that we work with moderate Arabs and Muslims to
develop an “Agenda of Opportunity” built around education and economic develop-
ment, a critical component of public diplomacy outreach. The report also advised
that we must “rebuild the scholarship, exchange, and library programs that reach
out to young people and offer them knowledge and hope.” It is only through edu-
cation and true communication that, as the 9/11 Commission Report puts it, “a mod-
erate consensus can be found.” We began to address this challenge, immediately fol-
lowing September 11, 2001, but this is not the work of weeks or months. It is the
work of years and generations.

As a government, we must commit to a long-term and sustainable investment, en-
gaging with people of good will at all levels of society, and especially to youth and
those who influence youth. We must commit to increasing the numbers of people
who can experience America beyond the headlines and misconceptions, through a
visit to the U.S., interactions with Americans in their own country, through Amer-
ican Centers and through print and broadcast media and the internet. We must
demonstrate our many positive values as a society—such as rule of law, civil society,
women’s rights, religious tolerance and freedom of the media—to as many foreign
individuals as possible, so that they can be advocates within their own countries for
a civil and sustainable future.

We welcomed the 9/11 Commission Report as it has affirmed the many important
steps we have taken since 9/11, including refocused funding to priority regions, espe-
cially the Middle East and South Asia, which now account for 25 percent of all De-
partment funding for exchanges. Through our International Visitor and other public
diplomacy programs, we have prioritized themes such as religious tolerance, ethnic
diversity, the value of an independent media, NGO management, civil society and
governance, elections and educational reform in the Muslim world. We have also in-
creased our foreign journalist tours and television cooperative productions in these
regions. The primary audiences are young student and political leaders, women and
journalists.

We launched CultureConnect, the cornerstone of our cultural diplomacy, a pro-
gram that selects American men and women who have achieved prominence in lit-
erature, the performing arts, sports, and other areas and serve as Cultural Ambas-
sadors overseas with a focus on non-elite youth. We have also launched Citizen Dip-
lomats, another new initiative, that allows everyday Americans the opportunity to
share their skills and expertise with people in other countries. We are also sending
900 American speakers to foreign posts each year; and have held over 450 digital
video conferences.

Public Diplomacy Officers from our South Asia and Near Eastern Affairs Bureaus
were on the ground immediately following the military campaigns in both Afghani-
stan and Iraq. Our 30 public diplomacy officers in Iraq constitute the largest public
diplomacy operation in the world. By the end of FY 2004, the International Visitor
Program will have developed a range of programs for Iraqi mayors, educators,
spokespeople, NGO representatives and women. Throughout the world, and espe-
cially in countries with significant Muslim populations, our public diplomacy staffs
are focused and working to reach those communities with an American message of
hope and opportunity.

In the wake of 9/11, we began to produce a stream of print and electronic mate-
rials describing for foreign audiences, in their own languages, the events of 9/11 and
the need to fight against those who have committed or wish to commit terrorist acts,
as well as the achievements made in that struggle, particularly in Afghanistan and
Iraq. More than 3,000 articles on terrorism have been published in the daily Wash-
ington File since 9/11. In the year following 9/11, the increase was 250 percent.

The Bureau of International Information Programs’ (ITP’s) print materials in Ara-
bic are used by our embassies who share the material daily with press, academic,
political and economic contacts either directly or indirectly through targeted mailing
lists. The materials are available to foreign publics directly on the internet on our
IIP sites, which receive over 3,100 page views per day. Also, over 1,200 Arabic users
have signed up independently to receive our material each day on the Arabic
listserv. Use is monitored and reported through our embassies in weekly reports cit-
ing placement of Arabic material from ITP’s Washington File.

We have established Arabic websites: Our USINFO Middle East web page
(http://usinfo.state.gov) is linked to 470 other Arabic sites. Since 9/11, we have quad-
rupled the number of pages that we have been producing in Arabic. Before 9/11, we
translated 3,000 to 4,000 words per day; now we translate between 12,000 and
15,000 per day. Our policy focus on the region, the President’s vision for Middle
East peace, policy emphasis on the proposed Middle East Free Trade Area and Mid-
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dle East Partnership Initiative provide new material for daily Arabic translation.
Critical audiences identified by our Missions abroad include government officials,
scholars, university professors, researchers, media representatives, and self-selected
listserv recipients. Our statistical reporting on Arabic language web sites indicates
that 85% of our web users are based overseas with more than 50% from the Middle
East, notably Saudi Arabia, Egypt, UAE, Kuwait and Syria as leading users.

Since 9/11, we have also increased by one-third our Arabic translation staff and
opened a Persian language capacity. In May of 2003, we opened a Persian language
website, engaging Iranian youth and youth influencers. Working with the Coalition
Provisional Authority and the new Embassy in Baghdad, we introduced Arabic pa-
pers on the “Principles of Democracy” to inform Iraqis as their new government is
shaped.

One of our most visible and effective public diplomacy tools is American Corners.
A visitor to an American Corner, which can be housed in a university or an office
building, finds computers, books, magazines, and information about life in the
United States, our government and our culture. More than 140 American Corners
are now in operation around the world, and our goal is to establish another 60 this
year, with an emphasis on the Muslim world. In South Asia and other regions, our
missions continue to operate American Centers—significant community institutions
that serve as platforms for public outreach and as models of shared commitments
to models of educational excellence.

Under the Bureau of Public Affairs (PA), both the Foreign Press Centers for print
and radio and Office of Broadcast Services for television have increased substan-
tially the number of journalist tours to our country, and 50 percent are with journal-
ists from Arab and Muslim-majority countries. Since 9/11, the Foreign Press Center
has included in its programming a set of special briefings specifically designed for
Arab and Muslim media, including briefings by senior-level officials like Secretaries
Powell, Rumsfeld and Ridge, as well as Dr. Rice. During this time, there has been
unprecedented access by the foreign media to U.S. Government officials.

After 9/11, we created the Media Outreach Center in London, which is actively
reaching out to Arab media in London, many of which have wide exposure through-
out the Middle East.

Television and video products continue to be powerful strategic tools for bringing
America’s foreign policy message to worldwide audiences. PA has engaged inter-
national audiences with television pieces and documentary productions through tele-
vision Co-Ops—filmed domestically by foreign broadcasters—and reverse Co-Ops in
host countries. We are helping Arab and Muslim journalists produce balanced re-
ports and documentaries on topics from policy to culture. We continue to produce
“good news” stories on reconstruction in Iraq and Afghanistan that American and
foreign news editors have incorporated in their programs, and we are distributing
Department-oriented videos to foreign media outlets worldwide. We have purchased
the re-broadcast and educational rights to over 100 commercial documentaries show-
ing America’s government, society and values for broadcast on the American Em-
bassy Television Network. The most popular series has been the American history
program, “Freedom: A History of the U.S.” The other most requested titles include
“American Cinema”, “Searching for the Roots of 9/11 with Thomas Friedman” and
“Frontline: Muslims.”

Nearly every post in every region of the world has requested tapes and reported
on the exceptional results. For example, two Indonesian stations broadcast the 26-
part series “Framework for Democracy,” a documentary series about the reality of
how a democratic government works. A Chinese audience viewed “Hollywood and
the Muslim World,” raising the confidence that peaceful resolutions could be
achieved between the Muslim world and the U.S.

To measure the effectiveness of our video products, we have partnered with
NewsMarket, an internet-based worldwide video distribution service, which markets
and distributes our products to more than 2,000 broadcasters and news agencies
worldwide and provides routine monitoring and placement reports.

Our public diplomacy bureaus, in partnership with our regional bureaus around
the world, have worked together to allay fears about domestic security and to edu-
cate foreign travelers about the revamped US visa process through the “Secure Bor-
ders, Open Doors” campaign, an interagency effort involving the Department of
Homeland Security and others as well as State. Features of this initiative include
a special website—www.unitedstatesvisas.gov—promotional materials and speaking
points. Other materials on changes in our visa policy have been developed and pro-
moted, with an educational video to be released in six languages this fall.

The Middle East Partnership Initiative (MEPI), funded at almost $250 million,
fosters reforms to expand political participation and increase the economic and edu-
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cational opportunities available to the people of the Middle East and North Africa,
with an emphasis on opportunities for women and youth.

Within our broad programs in the Arab and Muslim world, we have as a strategic
priority a focus on younger audiences within these regions. Following September 11,
2001, the Bureau of Educational and Cultural Affairs (ECA) launched Partnerships
for Learning (P4L), which directs ECA exchanges towards youth and youth
influencers in the Arab and Muslim world to build long-term sustainable relation-
ships. P4L is based on the premise that if terror is the common enemy, education
is the common value. The ultimate goal of P4L is the establishment of close and
sustained partnerships with other nations that help provide young people with qual-
ity education and opportunities in life that will deter them from despair and hate.

Since FY 2002, ECA has dedicated over $40 million dollars to this new initiative.
In FY 2005, ECA has requested an additional $25 million for P4L, which would in-
crease funding for the P4L initiative to over $65 million. All of this will go to the
Arab and Muslim world.

With this funding, we have initiated our country’s first-ever government-spon-
sored high school program with the Arab and Muslim world. Last year, we had 170
students living with American families and attending U.S. high schools. This year,
we will have 480, including students from Iraq and Afghanistan. By the 06-07
school year, we plan to have 1,000 high school students from the Arab and Muslim
world studying side-by-side with our youth. This program was made possible
through the volunteerism of hundreds of Muslim-American host families.

We have also created a new, undergraduate program specifically targeted at the
non-elite, gifted young men and women from the Arab world who would otherwise
have no opportunity for foreign study and first-hand exposure to the United States.

Under P4L, we also resumed the long-suspended Fulbright programs in Afghani-
stan and Iraq. We have directed $3.1 million to fund a microscholarship initiative
for English language instruction to more than 3,400 youth from disadvantaged back-
grounds in the Muslim world. In July 2003, we also initiated a monthly Arabic
youth magazine, “Hi”, which now is available throughout the Arab world and has
led to an interactive “web-zine” that last month attracted 30,000 visitors and well
over 700,000 page views. What we are actively doing dovetails exactly with the rec-
ommendation from the 9/11 commission that our scholarship and exchange pro-
grams “reach out to young people and offer them knowledge and hope.”

There is much more that needs to be done, and we are working now to put in
place initiatives that I believe will strengthen public diplomacy for the years ahead.

The need to improve oversight and coordination of public diplomacy was identified
in the report from the Public Diplomacy Advisory Group for the Arab and Muslim
World, the “Djerejian Group.” A specific recommendation in this and other reports
was the establishment of an Office of Policy, Planning and Resources for Public Di-
plomacy and Public Affairs within the Office of the Under Secretary. We have iden-
tified people and resources necessary to create this office, which will assist the
Under Secretary in developing a wide-ranging strategic vision for public diplomacy,
oversight for resource allocation, and performance evaluation capacities that pre-
viously did not exist. I know public diplomacy performance measurement has been
a concern, and though many public diplomacy activities are difficult to measure, I
am pleased that this new office will be taking on this important task. We have al-
ready briefed committee staff on this office, and, subject to a notification letter, we
hope to have the office up and running by September.

Another recommendation of the Djerejian Report was to reinvigorate an inter-
agency Policy Coordinating Committee (PCC). We have done that, concentrating ini-
tially on Muslim outreach. I am now co-chairing this PCC, with the NSC, and we
are examining ways to engage and support potential allies, opinion leaders, NGO’s
and youth influencers such as religious leaders, teachers and journalists in countries
worldwide with significant Muslim populations. Our challenge is to move beyond
quick-fix solutions to improve America’s image, to create long-term sustainable rela-
tionships among people of good will at every level, especially in emerging and stra-
tegic communities.

Working with the Department’s regional bureaus, the PCC has requested and re-
ceived reports from our embassies on their specific strategies for Muslim outreach,
the programs they are implementing which are working and those programs not yet
in place they believe would be effective. Embassies are already heavily involved in
Muslim outreach. The PCC will help us to take a broader view of the challenges
and develop strategic approaches that can be applied to specific countries and re-
gions.

Another priority endeavor is our engagement of the private sector in public diplo-
macy. Secretary Powell, an advocate of public-private partnerships, has asked the
Office of the Under Secretary to take the lead in engaging with the private sector
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in support of a wide-range of programs and initiatives. We launched the first Sister
Cities International Partners for Peace Initiative between Iraq and the U.S., an ini-
tiative announced by the First Lady at the G—8 Summit. We worked with private
sector partners to support the performance of the Iraqi National Symphony at Ken-
nedy Center, and we are working with the Wheelchair Foundation to establish a
new Middle East initiative to donate thousands of wheelchairs to Iraq, Morocco, Jor-
dan, Oman and other areas in the Arab world.

Our outreach to the business community taps into America’s strength: vol-
unteerism. To enhance the scope of current programming and deliver our country’s
strategic public diplomacy and public affairs messages, we are working with the Bu-
reau of Economic and Business Affairs and the U.S. Department of Commerce and
have reached out to U.S. corporations and associations such as the U.S. Chamber
of Commerce Center for Corporate Citizenship, the Business Roundtable, National
Foreign Trade Council, Business for Diplomatic Action, Council on Competitiveness
and the Young Entrepreneur Organization. We are evaluating corporate steward-
ship and corporate social responsibility trends demonstrated by U.S. companies
throughout the Arab and Muslim world and working to expand our outreach to com-
plement and highlight America’s generous private sector contributions.

Interagency coordination is active, as described earlier with regard to the PCC,
in addition to other interagency working groups. I would also like to note that the
Department continues its close working relationship with the Broadcasting Board
of Governors. Secretary Powell is a board member, and I represent him at the board
meetings in my role as the acting Under Secretary. The 9/11 Commission’s report
commends the BBG for its new initiatives to reach out to the Arab and Muslim
world. Radio Sawa and Radio Farda, along with the Middle East Television station
Alhurra, and the new Urdu and Indonesian VOA services are reaching broader au-
diences with innovative and unbiased programming. Because of these initiatives,
our country is now being presented in a much more honest context in regions where
our media presence is vital.

In conclusion, Mr. Chairman, September 11, 2001 was a wake-up call for public
diplomacy as for all of America. In the almost three years since that horrendous
day, we have channeled much of our public diplomacy program toward the Arab and
Muslim world. We are developing new programs and refining our strategy, and I
believe we are making progress. Recent steps, including our new Office of Policy,
Planning and Resources as well as the new Policy Coordinating Committee, will con-
tribute substantially to our ability to carry out our mission and meet the rec-
ommendations of the 9/11 Commission and others. We are undertaking a new, com-
prehensive process of measurement to determine that our strategy and programs
are effective.

As we continue to work toward a more robust and effective public diplomacy ef-
fort, we welcome the interest and continued support we have received from the ad-
ministration and Congress. I appreciate the opportunity you have given me to dis-
cuss public diplomacy with you today, and I look forward to your questions.

Thank you.

Mr. SMITH OF NEW JERSEY. And now Ambassador Harty.

STATEMENT OF THE HONORABLE MAURA HARTY, ASSISTANT
SECRETARY, BUREAU OF CONSULAR AFFAIRS, U.S. DEPART-
MENT OF STATE

Ms. HARTY. Mr. Chairman, Members of the Committee, thank
you very much for inviting me to testify today on behalf of the Bu-
reau of Consular Affairs. We welcome the Commission’s report and
the opportunity to comment on its recommendations.

Since my confirmation as Assistant Secretary, we have examined
our consular processes from top to bottom to strengthen them as
a shield against terrorists. I am pleased to report that we have
made significant progress in improving our border security through
changes to the visa process through the use of biometrics and en-
hanced information sharing within the U.S. Government and with
our allies in the war on terror. Our goals are to push out our bor-
ders beyond the physical limits of the United States to identify ter-
rorists and to deny them entry to the United States.
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The list of improvements that I have runs about 11 pages long,
sir. I would like to highlight a few of the most important and sub-
mit the entire list for the record.

In visa processing, we have established a new worldwide policy
for interviewing and added additional security clearance checks for
counterterrorism purposes for certain groups of applicants. We
have strengthened the procedures for revocations of visas to ensure
timely notification to the Department of Homeland Security and
the FBI. We have started automated cross-checking of new deroga-
tory information against lists of visas already issued. We have cre-
ated more than 350 additional consular positions.

We have introduced a tamper-resistant nonimmigrant visa foil
and established a vulnerability assessment unit to detect possible
malfeasance. We have improved the training we give consular offi-
cers to ensure that they have the best tools available to ferret out
possible terrorists. We have improved the basic consular course by
adding units on counterterrorism and security. We have lengthened
the course to include more training on visa fraud and analytical
interviewing techniques, and we are providing copies of the 9-11
Commission’s report to all students in the basic consular course.

Since September 11, the Department of State, working with
other agencies, has greatly expanded our ability to share informa-
tion. The majority of the data in the consular lookout system today
is derived from other agencies, primarily the law enforcement and
intelligence communities. And we provide access to our 82 million
records to the Department of Homeland Security (DHS) officers at
ports of entry so that they can view the electronic files of every
visaed passenger attempting to enter the United States. We con-
tributed the tip-off watchlist as the foundation for the comprehen-
sive terrorist watchlist at the Terrorist Threat Integration Center,
and we joined in the interagency effort to establish the Terrorist
Screening Center.

As the Commission’s report stresses, the use of biometrics and
international travel documents is greatly improving our ability to
verify the identity of prospective travelers who might be terrorists
or otherwise represent a threat to our security. Together with the
DHS we are creating a biometric system to track the entry and exit
of foreigners by using electronically-scanned fingerprints and dig-
ital photographs. This new system begins when a consular officer
collects electronically-scanned fingerprints at posts abroad and con-
tinues through DHS’s USVISIT program at ports of entry and exit.

The visa is not our only biometric initiative. We are working with
our partners in the visa waiver program to introduce biometric
passports as another layer in border security. We ourselves will
soon place contactless chips into U.S. passports to establish a clear
link between the person issued the passport and the bearer of that
passport. The chip will contain the bearer’s biographic information
and photograph. These more secure passports will be introduced
1af1‘ter on this year, and we expect to be in full production by the end
of 2005.

A key element in our efforts to thwart the international travel
of terrorist criminals and those who might do us harm is sharing
data electronically on lost and stolen passports. Our consular data-
base provides data on lost and stolen passports to all U.S. ports of
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entry within seconds of our receiving that information. We have ex-
panded this program to the international level with the transfer,
in early May of this year, of data on 300,000 lost and stolen pass-
ports to Interpol.

Just as we have increased data-sharing with the U.S. Govern-
ment and with Interpol, we are working to establish agreements
with our allies on the exchange of terrorist information. We already
have terrorist screening information exchange agreements with
Canada and Australia. And we will use these as models to expand
this program to other visa waiver program countries.

We are taking both a bilateral and a multilateral approach to
this issue. We are in regular contact with the United Kingdom. We
are also working with the European Union, which is now designing
its own common visa lookout system to find ways to build even
greater and broader cooperation.

Mr. Chairman, Members of the Committee, you have my pledge
that the Bureau of Consular Affairs and the Department of State
are committed to keeping our visas and our passports out of the
hands of those who would do this country harm. I thank you for
the opportunity